Illinois Department of Innovation and Technology 
Request for Proposal
Laboratory Information Management IDOA
26-448DOIT-APP44-B-52888
Section A. SCOPE OF WORK
A.1. OVERVIEW AND PURPOSE
[bookmark: _Hlk222214856] The Illinois Departments of Innovation and Technology (DoIT, State), and their business and technical stakeholder’s requests Offers from responsible Offerors to provide a Laboratory Information Management System (LIMS) and Services as specified in this solicitation. To maintain the health and safety of every Illinois resident, the State is undertaking a Laboratory Information Management System (LIMS) modernization effort to replace the current paper and Microsoft Access based system with a modernized, comprehensive solution. The new LIMS will become an integral part of Illinois Department of Agriculture laboratories by:
•	Supporting and automating their tasks and processes, 
•	Reducing reliance on paper, 
•	Creating a sustainable system, 
•	Interfacing with outside systems for orders and results, 
•	Improving efficiency in instrument interfacing and report management, 
•	Tracking inventory, and 
•	More fully tracking Quality Controls (QC).
The awarded vendor will work directly with DoIT and the Illinois Department of Agriculture (IDOA) to lead a synchronous implementation and go live of the new LIMS. 
Please read the entire solicitation package and submit an Offer in accordance with the instructions. All forms and signature areas contained in the solicitation package must be completed in full and submitted along with the technical response and price proposal which combined will constitute the Offer.
Per 20 ILCS 1370 1-15, DoIT shall coordinate information technology for State agencies and, when requested and when in the best interests of the State, for State constitutional offices, units of federal or local governments, and public and not-for-profit institutions of primary, secondary, and higher education, or other parties not associated with State government. The Department shall develop and implement standards, policies, and procedures to protect the security and interoperability of State data with respect to those agencies under the jurisdiction of the Governor, including in particular data that are confidential, sensitive, or protected from disclosure by privacy or other laws, while recognizing and balancing the need for collaboration and public transparency. The department also shall control the procurement, retention, installation, maintenance, and operation, as specified by the Department, of information technology equipment used by client agencies in such a manner as to achieve maximum economy and provide appropriate assistance in the development of information suitable for management analysis. The course of these duties may cause involvement between DoIT and the Vendor.

A.2. DESIRED OUTCOMES OF THIS PROJECT/ENGAGEMENT
A.2.1. Services

	Services

	Project Management

	Requirements Validation

	Solution Design and Development/Configuration

	Testing

	User Training 

	SaaS (Solution Provisioning)

	Deployment/Hypercare

	Maintenance and Operations

	Knowledge Transfer and Exit Transition

	Summary Deliverable List




A.2.2. Milestones and Deliverables

The table below depicts a list of key deliverables that is desired to be included in the awarded contract of this RFP.

	Service Domain
	Key Deliverable Name

	Project Management
	1. Project Management Plan (PMP)

	
	2. Project Schedule

	
	3. Monthly Status Report

	Requirements Validation
	4. Requirements Validation Report

	Solution Design and Development/Configuration
	5. Configuration Management Plan

	
	6. System Design Document

	
	7. Detailed Functional and Technical Design Document
8. Role to Position Mapping

	Testing
	9. Test Management Strategy

	
	10. All Test Scripts, Test Cases, and Test Data 

	
	11. Functional Test Plan

	
	

	
	12. Performance (Load and Stress) Test Plan

	
	13. Integration Test Plan

	
	14. Security Test Plan

	
	15. User Acceptance Test Plan

	
	16. Deployment Test Plan 

	
	17. Disaster Recovery Test Plan

	
	18. Functional Test Results Report

	
	

	
	19. Performance Test Results Report

	
	20. Integration Test Results Report

	
	21. Security Test Results Report

	
	22. User Acceptance Test Results Report

	
	23. Deployment Test Results Report

	
	24. Disaster Recovery Test Report

	
	25. End-User Training Plan

	User Training
	26. Training Curriculum Document

	
	27. Train-the-Trainer Training Materials

	
	28. Final Training Materials

	
	29. IT Development (System Admin) Training Materials

	
	30. Infrastructure Management Plan

	SaaS (Solution Provisioning)
	31. Infrastructure and Solution Recovery Plan

	
	32. Deployment Plan

	Cutover/Deployment/Hyper-care
	33. Successful Deployment Report

	
	34. Production Support Plan

	Maintenance and Operations
	35. Enhancement Request Template

	
	36. Release Management Plan

	
	37. System Security Plan

	
	38. Plan of Action and Milestones (POAM)

	
	39. Monthly Security Status Report

	
	40. Monthly Service Desk Report

	
	41. Knowledge Transfer Plan

	Knowledge Transfer and Exit Transition
	42. Technical Documentation

	
	43. System and User Documentation

	
	44. Exit Transition Plan

	
	45. Final Acceptance Document





A.3. SCHEDULE & BUDGET

	Procurement Schedule

	Pre-Submission Conference
	1 Week after Publishing

	Offeror Questions Submission Deadline
	2 Weeks After Publishing

	Tentative Date for Posting of Answers to Offeror Questions 
	3 Weeks After Publishing

	RFP Offer Submission Deadline (Bid Opening Date)
	6 weeks after posting

	Evaluation Period
	3 Weeks after Bid Opening

	Oral Presentations
	4 Weeks after Bid Opening

	Anticipated Vendor Negotiations
	5 Weeks after Bid Opening

	Anticipated Notice of Award
	6 Weeks after Bid Opening



A.4. TERM
A.4.1. TERM OF THIS CONTRACT: The contract resulting from this procurement will have an initial term commencing upon the last date of execution and after an initial 5 year term. In no event will the total term of the contract, including the initial term, any renewal terms, and any extensions, exceed ten (10) years. Vendor shall not commence billable work in furtherance of the contract prior to final execution of the contract except when permitted pursuant to 30 ILCS 500/20-80.

A.4.2. RENEWAL: Subject to the maximum total term identified above, the State has the option to renew for the following term(s): Up to 5 years

· One renewal covering the entire renewal allowance;
· Individual one-year renewals up to and including the entire renewal allowance; or
· Any combination of full or partial year renewals up to and including the entire renewal allowance.

A.4.2.1. Pricing for the renewal term(s), or the formula for determining price, is in the Pricing section of this solicitation. 

A.4.2.2. Any renewal of the resulting contract is subject to the same terms and conditions that apply to the initial term of the contract unless otherwise provided.  The State may renew the contract for any or all of the option periods specified, may exercise any of the renewal options early, and may exercise more than one option at a time based on continuing need and favorable market conditions, when in the best interest of the State.  The contract may neither renew automatically nor renew solely at the Vendor’s option.



Section B.  CURRENT CONDITIONS

B.1. OVERVIEW & BACKGROUND

The Illinois Department of Agriculture Pesticide Laboratory is currently using a Microsoft Access-based database to manage its lab operations. This system, while functional, presents significant limitations, especially given the modern demands for efficiency, data integrity, and compliance. The department's goal is to transition to a Laboratory Information Management System (LIMS) to become a paperless lab. The move to a LIMS is a strategic decision that will allow the Illinois Department of Agriculture to modernize its lab operations.

The IDOA Pesticide Laboratory consists of multiple departments and will have differing sample needs. The new system will need to be able to integrate with instruments found in B.4 It will also need to be scalable to include new API’s as needed. 


B.2. VOLUMES & QUANTITIES
The lab processes approximately 400 samples per year. 

B.3. AREAS OF CONCERN/CHALLENGES
A) Data Integrity & Quality

· Transcription errors: Manual entry from instruments or paper increases typos, misreads, and rounding mistakes.
· Inconsistent master data: Uncontrolled lists for tests, reagents, methods, units, and limits cause variability across runs and reports.
· Versioning gaps: Method changes or specification updates aren’t traceable or enforced across users.
· Duplicate records: Without strong constraints and validation, samples, batches, or results can be duplicated or mismatched.

Impact: Wrong results, delayed investigations, rework, and potential release decisions based on faulty data.

B) Compliance, Traceability & Auditability

· Insufficient audit trail: If edits overwrite values without immutable logs (who/what/when/why), you can’t reconstruct events.
· Electronic records/signatures gaps: (unique IDs, role-based permissions, audit trails, e-signs).
· Chain of custody: Weak tracking of sample receipt, storage, transfers, and disposal undermines defensibility.
· Validation difficulty: Custom-built systems are hard to validate and maintain validated status after changes.

Impact: Non-compliance findings, consent decrees, delayed approvals, or inability to defend data in audits.

C) Scalability & Performance

· Concurrent user limits: File-based databases struggle with multiple users, record locks, and corruption risk.
· Growth constraints: Expanding test volume, instruments, or sites can greatly increase database size/performance limits.
· Workflow bottlenecks: Inefficient queries and forms create slow screens and timeouts, especially with large result sets or attachments.

Impact: Slow turnaround time (TAT), user frustration, and rising support overhead.

D) Operational Efficiency

· No instrument integration: Manually keying instrument outputs (chromatography, balances, spectrometers) increases errors and cycle time.
· Fragmented workflows: Steps live in spreadsheets, emails, and paper—hard to track, reconcile, or schedule.
· Rework and deviations: Higher error rates trigger investigations, Corrective and Preventative Actions (CAPAs), and extra reviews.

Impact: Higher cost per test, missed Service Levels/ TAT, and reduced capacity.

E) Security & Access Control

· Role-based access control (RBAC) gaps: Over-permissive access or shared accounts jeopardize data integrity.
· Lack of environment separation: No clear DEV/TEST/PROD separation increases change risk.
· Weak backups & recovery: Limited backup policy or restore testing can lead to prolonged outages or data loss.

Impact: Security incidents, downtime, and regulatory exposure.

F) Reporting, Analytics & Decisions

· Ad hoc reporting pain: Hard to create validated, consistent reports (Certificate of Analysis (CoAs), trend charts, Out of Specification/ Out of Trend (OOS/OOT) summaries).
· No statistical monitoring: Limited SPC, stability trending, method performance metrics.
· Data siloing: Difficult to feed results to other systems for end-to-end visibility.

Impact: Slower decisions, poor trend detection, and limited continuous improvement.

G) People & Process

· Training burden: Manual workflows require constant training to avoid mistakes.
· Change control gaps: Updates to fields, forms, or calculations may bypass formal change control.
· Support load: IT becomes a bottleneck for fixes and enhancements.

Impact: Burnout, variability, and slow evolution of the system.

F) Microsoft Access Risks 

· File-based, limited scalability and concurrency.
· 2 GB file size limit (not counting attachments linked externally), risk of database corruption with many users.
· Limited built-in audit logging and RBAC compared to server databases.



B.4. [bookmark: _Hlk148419834]FIGURES, DIAGRAMS, & REFERENCE DOCUMENTS:

B.4.1. Current Lab Equipment

	Lab Equipment Integrations 

	HPLC/UV-vis Shimadzu Prominence CBM-20A/SPD-20AV w/Lab Solutions Software

	IC Thermo Scientific Dionex Aquion w/Chromelon Software

	GC/ECD Agilent 7890A w/Open Lab CDS Chemstation

	Milli-Q Water Milli-Q IQ 7005

	GC/MSD Agilent 7890B/5977B w/Mass Hunter Workstation and Chemstation

	GC/TQ Agilent 8890/70710C w/Mass Hunter Workstation and Chemstation

	GC/FID Agilent 8890 w/Open Lab CDS Chemstation

	LC/High-Resoltion Thermo Fisher Vanquish/Q Exactive Plus w/TraceFinder Software

	LC/MS/MS Waters Premier/Xevo TQ Absolute w/Mass Lynx Software

	Autotitrator Mettler Toledo Titrator Excellence T5

	Top-loading balance Mettler Toledo MX2002

	Automated Disk Extraction System Biotage Horizon 5000 w/SPE-DEX 5000 Software

	Analytical Balance Mettler Toledo XPR105

	Lab Equipment that would need manual selection

	Analytical Balance Mettler Toledo ME204

	Top-loading Balance Mettler Toledo PM4000

	Freezer/Refrigerator - Instrument Lab

	Refrigerator - Formulation Lab

	pH/Conductivity meter Denver Instruments Model 220

	Freezer - Receiving Room

	Freezer - Receiving Room

	Freezer - Receiving Room

	Refrigerator - Receiving Room

	Refrigerator - Receiving Room

	Batch Sample Processor Robot Coupe Model RSI 10VB

	Nitrogen Generator Peak Scientific Genius XE - Waters LC/MS/MS

	Nitrogen Generator Peak Scientific Genius XE - Thermo Q Exactive

	Freezer - Residue

	Refrigerator - Residue

	Automated Solvent Evaporation System Biotage TurboVap LV

	Centrifuge Thermo Scientific Sorvall ST 40R

	Dual-Action Orbital Reciprocating Shaker Thermo Fisher MAXQ 2508

	pH Meter Thermo Fisher Acconet XL150

	Top-loading Balance Precise 3100C

	Water Bath Thermo Fisher Precision GP28

	Sonicator/Degasser Emerson Branson

	Oven Fisher Isotemp Vaccum Oven Model 281




























B.4.2. Future Sample Flow Chart 


[image: Diagram
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Section C.  PROPOSAL REQUIREMENTS
Only Electronic Submissions through BidBuy of Offers will be Accepted
C.1. REQUIRED DOCUMENTS TO COMPLETE AND SUBMIT
The Offeror shall submit the listed documents in BidBuy under the Attachments tab in the appropriate “Required Attachments” spaces.
· Vendor Disclosure or IPG Active Registered Vendor Disclosure
· Technical response
· Offer to the State of Illinois Information and Technology 
· Commitment to Diversity
· Pricing 
· BEP Utilization Plan 
[bookmark: _Hlk137044202]Blank documents may be found on the Chief Procurement Officer for General Service’s website at https://cpo-general.illinois.gov/solicitation-and-contract-templates.html and on the BidBuy posting under “File Attachments:”. Business Enterprise Program/Veterans Small Business Program Utilization Plan may be downloaded from the Commission on Equity and Inclusion’s website at
https://cei.illinois.gov/purchasing-entity-resources/compliance.html. 
Failure to submit Vendor Disclosure or IPG Active Registered Vendor Disclosure, as applicable, and the Utilization Plan(s), as applicable, with the Offer submitted in BidBuy shall render the Offer non-responsive.  
Offerors are required to submit their response to the State’s solicitation through BidBuy.  Any information sent to the State outside of BidBuy, for example by US Mail, FedEx, UPS, e-mail,  or hand delivery, will neither be accepted nor considered.  Offeror submissions will only be considered if they are received through BidBuy and on or before the time and date indicated as the “Bid Opening Date” on the BidBuy posting.  Any required attachments must be submitted via BidBuy.



Price entries on the Items tab will be locked automatically upon submission of the quote.  Entering cost, pricing or discount information in the Alternate Description may result in disqualification. If the agency requires pricing to be submitted in an attachment, Offeror shall upload pricing under the “Required Documents” section on the Attachments tab and check the box “Does the attachment contain any pricing, cost or discount information?”.  Failure to check this box allows your pricing to be viewed when bids are opened and will result in disqualification of your offer.  NOTE: Do not check “Does the attachment contain any pricing, cost or discount information” if the attachment does NOT include pricing, cost, or discount information.

Documents shall be submitted in an electronic format that is accessible and readable using Microsoft Office suite software or Adobe Reader.	 Corrupted files shall not be considered.  It is the Offeror’s responsibility to check that files are accessible and legible after uploading. 

The Offeror is solely responsible for ensuring timely submission of their electronic solicitation response.  Failure to allow adequate time prior to the Bid Opening Date to complete and submit a response to a solicitation, particularly in the event technical support assistance from the State is required, places the Offeror and their offer or response at risk of not being accepted.
[bookmark: _Hlk138673790]The State encourages the Offeror to ensure that their BidBuy account is up-to-date.  It is recommended that you access your BidBuy account prior to the solicitation due date and time to make sure that your company’s information is up-to-date and your password is current.  Files may be uploaded at any time prior to submission.

File size may impact the uploading and downloading speed and may lead to browser time-outs, resulting in failed upload/download attempts.  Please consider this dependency when attaching very large documents.
OFFEROR INSTRUCTIONS TO SUBMIT IN BIDBUY

Create Quote: 
	General Tab
	: Save and Continue

	Items Tab
	Follow instructions in the Pricing section of the solicitation document as to whether pricing will be entered in the Unit Cost of the Items Tab or submitted as a separate Pricing Document in the Attachments Tab.  

Note: any pricing entered in the Unit Cost of the Items Tab will be locked until after Technical Evaluations take place.  Do not enter cost, pricing, or any discount information in the Alternate Description field. Entering cost, pricing or discount information in the Alternate Description may result in disqualification.  

	Terms and Conditions Tab
	: Select “Yes”, “No”, or “Yes with Exceptions”
Note: If taking any exceptions to Standard Terms and Conditions an offeror must submit a redline version of the Standard Terms and Conditions with their proposal. 

	Attachments Tab
	For each required quote attachment listed:
: “Upload” (next to each required attachment)
: “Choose File”
Note: If a pricing document is required, mark the box next to the question, “Does this attachment contain any pricing, cost, or discount information?”
Failure to mark this box when attaching a pricing document will result in disqualification. 

Check this box ONLY if a separate pricing document is required. 

Do NOT check this box for any other required quote attachment such as the Technical Proposal, Vendor Disclosure / IPG Active Registered Vendor Disclosure, or Utilization Plan(s), or Offer. 

	Summary Tab
	: “Submit Quote”



	Offerors may also view the “Request for Proposal (RFP) Vendor Submission Instructions Video found at https://cpo-general.illinois.gov/vendor-resources.html 

C.2. DUE DATE AND TIME FOR SUBMISSION OF OFFERS
Each solicitation contains the Offer due date and time, appearing as the “Bid Opening Date:” on the BidBuy posting.  Offeror shall submit Offers in BidBuy, and the State shall open Offers electronically in BidBuy on the “Bid Opening Date”.  The Offer must remain firm for 180 days from opening.

C.3. CONFLICT BETWEEN INFORMATION IN ELECTRONIC DOCUMENTS AND ON BIDBUY

If the State provides information in electronic documents (i.e., the RFP and other attachments) that is different or in conflict with the information the State provides on BidBuy, then the information in electronic documents is presumed to represent the State’s intent.  If the Offeror provides information in electronic documents that is different or in conflict with the information the Offeror provides in BidBuy through their Seller Account, then the information in electronic documents shall represent the Offeror’s intended submission.


C.4. PUBLISHED PROCUREMENT INFORMATION

The State publishes procurement information, including solicitations, awards, and amendments, on the Chief Procurement Officer for General Services’ Illinois Procurement Bulletin, known as the Bulletin or BidBuy (https://www.bidbuy.illinois.gov/bso/).  Procurement information may not be available in any other form or location.  Offeror is responsible for monitoring BidBuy.  The State will not be held responsible if Offeror fails to receive the optional e-mail notice of future amendments to the solicitation.

C.5. INFORMATION CONTACT

The individual listed in the “Info Contact:” field on the BidBuy posting shall be the single point of contact for this solicitation.  Unless otherwise directed, Offeror should only communicate with the Information Contact.  The State/Agency shall not be held responsible for information provided by or to any other person.

Suspected errors should be immediately reported to the Information Contact.  Do not discuss, directly or indirectly, the solicitation or any Offer with any State officer or employee other than the Information Contact.

C.6. OFFEROR QUESTIONS AND AGENCY RESPONSE

All questions, other than questions raised at the Pre-Submission Conference, pertaining to this solicitation must be submitted in writing to the Information Contact no later than 2 Weeks After Publishing .Questions received and Agency responses may be posted as a Bid Amendment to the original solicitation on BidBuy; only these posted answers to questions shall be binding on the State.  Offeror is responsible for monitoring BidBuy and BidBuy email notifications.

C.7. PRE-SUBMISSION CONFERENCE

The Agency is conducting a Non-Mandatory Pre-Submission Conference, listed in the “Pre-Bid Conference:” field of the BidBuy posting. Please refer to BidBuy for this information.

Date: Wednesday 6/24/2026
Time: 10:00 AM

	Join from the meeting link 

	https://illinois.webex.com/illinois/j.php?MTID=m1fa5d48067d7560934626fd6341811ab 

	 



	Join by meeting number 

	Meeting number (access code): 2870 419 9294

	Meeting password: gpSujByQ263 

	 


Tap to join from a mobile device (attendees only)   
+1-312-535-8110,,28704199294## United States Toll (Chicago)   
+1-415-655-0002,,28704199294## US Toll  

Join by phone   
+1-312-535-8110 United States Toll (Chicago)   
+1-415-655-0002 US Toll   
Global call-in numbers
	 


Join from a video system or application
Dial 28704199294@illinois.webex.com  
You can also dial 173.243.2.68 and enter your meeting number. 


C.8. SMALL BUSINESS SET-ASIDE

In the Bulletin posting, if “Yes” is shown to the question “Is this a Small Business Set-Aside Procurement?”, then Offeror must be registered by the Illinois Small Business Set-Aside Program at the time Offers are due for the Offer to be evaluated.  For requirements on qualifying Offeror’s business in the Small Business Set-Aside Program, please go to the Chief Procurement Office for General Service’s website at https://cpo-general.illinois.gov/sell-2-illinois.html .

C.9. BUSINESS ENTERPRISE FOR MINORITIES, WOMEN, AND PERSONS WITH DISABILITIES ACT PARTICIPATION AND UTILIZATION PLAN

The BidBuy posting indicates whether this solicitation contains a goal to include businesses owned and controlled by minorities, women, and persons with disabilities.  If this solicitation contains a goal, then failure to complete and submit a Utilization Plan, including documentation demonstrating good faith efforts when requesting a waiver, shall render the Offer non-responsive.  30 ILCS 575/4(e).  All questions regarding the subcontracting goal must be directed to the Information Contact indicated in BidBuy no later than 2 Weeks After Publishing .See below for NIGP codes used to establish this goal.r
BEP Goal:    	6%
	NIGP CLASS CODE
	NIGP CLASS ITEM CODE
	NIGP CLASS & ITEM CODE DESCRIPTION

	208
	11
	Application Software, Microcomputer

	918
	71
	IT Consulting

	958
	77
	Project Management

	206
	27
	Computer Systems, Laboratory Control




Go to https://cei.illinois.gov/vendor-resources/get-bep-certified.html for complete requirements for BEP certification.  Go to State of Illinois Commission on Equity and Inclusion at https://supplierdiversitymanagementportal.illinois.gov/home.aspx  to search for certified BEP vendors.
C.10. SECURITY

Bid/Performance Bond: $N/A If a bond is required, Offeror must submit the Bid Bond with your offer or Performance Bond to the Information Contact within ten (10) days after contract execution.  The bond must be from a surety licensed to do business in Illinois.  An irrevocable letter of credit is an acceptable substitute.  The form of security must be acceptable to the State. 

C.11. TERMS AND CONDITIONS
Information Technology Standard Terms and Conditions will become a part of any resulting contract.  To view the Information and Technology Standard Terms and Conditions, please go to
https://cpo-general.illinois.gov/solicitation-and-contract-templates.html.
If the offeror is takin exception to any of these terms please use the Blank contract template attached in the BidBuy solicitation posting. 



Section D. EVALUATION PROCEDURES

D.1. EVALUATION PROCESS

The State assesses each Offer for Responsibility (E.10) and Responsiveness.  The State considers the information provided and the quality of that information when assessing Offers.  If the State finds a failure or deficiency, the State may reject the Offer or reflect the failure or deficiency in the assessment.

There are three scored parts to each proposal – technical, commitment to diversity, and pricing.  Each part of the proposal is evaluated and ranked independently of the other parts of the proposal.  The results of the evaluation of all three parts shall be used in ranking the proposals.

The State may award to the most responsive and responsible offeror whose offer best meets the specified criteria.

D.2. RESPONSIVENESS

A responsive offeror is one who submits an offer that conforms in all material respects to the Request for Proposal and includes all required forms.

D.2.1. The State will determine whether the Offeror complied with the instructions for submitting offers.  Except for late submissions, and other requirements that by law must be part of the submission, the State may require that an Offeror correct deficiencies as a condition of further evaluation.

D.2.2. Subcontractor Disclosure:  If the Offer includes any subcontractors, then Offeror shall complete the Subcontractor Disclosure section of the Offer to the State of Illinois.

D.2.3. If completing IPG Active Registered Vendor Disclosure, then responsiveness may include and may not be limited to:

· Active Illinois Procurement Gateway registration # with expiration date
· Certifications timely to this solicitation 
· Disclosure of lobbyists for Offeror and parent entity(ies)
· Disclosure of pending and current contracts

D.2.4. If completing Vendor Disclosure, required parts may include and may not be limited to:
•	Business and Directory Information:  Offeror should complete and return the Business and Directory Information form in Vendor Disclosure, Part 1. 
•	Illinois Department of Human Rights (IDHR) Public Contracts Number:  Offeror shall complete and return the IDHR Public Contracts Number form in Vendor Disclosure, Part 2.
•	Authorized to Transact Business or Conduct Affairs in Illinois:  A person (other than an individual acting as a sole proprietor) must be a duly constituted legal entity prior to submitting an Offer and authorized to transact business or conduct affairs in Illinois prior to execution of the contract.  For more information, see Authorized to Transact Business or Conduct Affairs in Illinois in Vendor Disclosure, Part 3.
•	Standard Illinois Certifications:  Offeror shall complete and return the Standard Illinois Certifications form in Vendor Disclosure, Part 4.
•	State Board of Elections Registration:  Offeror may be prohibited from making political contributions and be required to register with the State Board of Elections.  For more information, see State Board of Elections in Vendor Disclosure, Part 5.
•	Disclosure of Business Operations with Iran:  Offeror should complete and return the Disclosure of Business Operations with Iran form in Vendor Disclosure, Part 6.
•	Financial Disclosures and Conflicts of Interest:  Offeror shall complete and return the Financial Disclosures and Conflicts of Interest form in Vendor Disclosure, Part 7.
•	Taxpayer Identification Number:  Offeror should complete and return the Taxpayer Identification form in Vendor Disclosure, Part 8.  

D.2.5. The State will determine whether the Offer meets the stated Technical requirements.  Minor differences or deviations that have negligible impact on the price or suitability of the supply or service to meet the State’s needs may be accepted or corrections allowed.  If no offeror meets a particular Technical requirement, the State may waive that requirement.

D.2.6. When the specification calls for “Brand Name or Equal,” the brand name product is acceptable.  Other products will be considered with proof that the other product meets stated specifications and is equivalent to the brand product in terms of quality, performance, and desired characteristics.

D.3. EVALUATION METHODOLOGY

The Technical Requirements are described in Sections F.2., F.3., and F.5. The State evaluates the Technical Requirements without consideration of price.


D.3.1. Total Number of Points Available for Technical Requirements is: 1000

D.3.2. Offeror shall complete and return Sections F.2., F.3. 

D.3.3. Relative Weight in Point Format

	[bookmark: _Hlk138151584]		Technical Requirements
	Points Available

	Mandatory Requirements with Evidence
	0; all must be met and are evaluated as pass or fail

	Proposed Technical Solution (Desirable elements)
	800

	Demonstration 
	200



D.4. COMMITMENT TO DIVERSITY ELEMENTS

Sections 20-15 and 35-30 of the Illinois Procurement Code (30 ILCS 500/) require offerors to be evaluated on their commitment to diversity.  The points available for Commitment to Diversity are described in Section F.4. and are equivalent to 20% of the Technical Requirements points.  The State evaluates Commitment to Diversity without consideration of price.

D.4.1. The total number of points for Commitment to Diversity is 200

D.4.2. Offeror shall complete and return Section F.4 Commitment to Diversity

D.4.3. Commitment to Diversity Categories: The percentages at the end of each section reflect the weighted distribution of points available identified in D.4.1.
	Commitment to Diversity Categories 

	Category 1 – BEP Compliance - Whether the Offeror meets the set goal for contracting or subcontracting with businesses owned by women, minorities, or persons with disabilities or completed a Good Faith Effort Waiver for this procurement. 5% 

	Category 2 – Subcontracting/Contracting with any WMD businesses (not limited to BEP vendors) - Whether the Offeror has contracted/subcontracted within the prior calendar year with businesses owned by women, minorities, or persons with disabilities. 10% 

	Category 3 – Diversity, Equity and Inclusion (DEI) Spend – Offeror’s percentage of business, education and/or community spend from prior calendar year gross revenue that involves businesses owned by women, minorities and/or persons with disabilities. The assisted businesses are not required to be certified in the Illinois Business Enterprise Program. 20% 
 

	Category 4 – DEI Time - Offeror’s hours spent in the prior calendar year on promoting DEI in the workplace, the community, education institutes, or supporting businesses owned by women, minorities, or persons with disabilities. The assisted business is not required to be certified in the Illinois Business Enterprise Program.  The success or failure of each event does not impact the points achieved. The event may be voluntary or paid time. 20% 

	Category 5 – DEI Policies - The vendor has provided a written copy/screenshot of their current written workforce diversity, equity, and inclusion (“DEI”) policy. The policy provided must be actionable plans, not overarching concepts around DEI. 10%

	Category 6 – Diversity in Staffing - % of individuals on governing board and/ or Senior executives who identify as women, minorities or person with disabilities. 10% 
% of individuals in management /supervisor positions who identify as women, minorities or person with disabilities. 13% 
% of total staff who identify as women, minorities or person with disabilities. 12% 



D.5. MINIMUM REQUIRED POINTS 

Requests for Proposal may specify that offerors must receive a minimum number of points in their Technical and Commitment to Diversity proposals combined to be considered for price evaluation and award.

The State determines how well offers meet the Technical and Commitment to Diversity requirements and rank the offers from best to least qualified using a point ranking system (unless otherwise specified) as an aid in conducting the evaluation.  Offerors who receive fewer than the minimum required points will not be considered for price evaluation and award.


D.5.1. The total number of available points for the Written Technical Proposal and Commitment to Diversity is 1000.
D.5.2. The top 3 Offerors who score a minimum of 70% (700 Points) of the Written Technical Proposal and Commitment to Diversity will be eligible for demonstrations. If only one or two Offerors meet the 70% minimum the corresponding number of Offerors will move on to demonstrations. All offerors that are eligible for demonstrations will move on to pricing. 
D.5.3. The State reserves the right to allow the top 3 scoring offerors to move on to demonstrations if no single vendor meets the 70% minimum for the Written Technical and Commitment to Diversity. 

D.6. PRICE

The State opens Price proposals after evaluating all Technical and Commitment to Diversity proposals. 

If the State does not consider the price to be fair and reasonable and negotiations fail to meet an acceptable price, the State reserves the right to cancel the award and take appropriate action to meet the needs of the State.  The State determines whether the price is fair and reasonable by considering the offer, including the offeror's qualifications, the offeror's reputation, all price proposals submitted, other known prices, the project budget, and other relevant factors.

D.6.1. The total number of points for Price is 240
D.6.2. The State will determine Price points using the following formula:

Maximum Price Points X (Lowest Price/Offeror’s Price) = Total Price Points

D.7. MAXIMUM AVAILABLE POINTS

The maximum number of points is 1000 (Written Technical and Demonstrations) + 200 (Commitment to Diversity) + 240 (Price) = 1440 maximum available points.


Section E.  ADMINISTRATIVE REQUIREMENTS
E.1. GOVERNING LAW AND FORUM

Illinois law and rules govern this solicitation and any resulting contract.  Offeror must bring any action relating to this solicitation or any resulting contract in the appropriate court in Illinois.  This document contains statutory references designated with “ILCS”.  To view the full text, go to https://ilga.gov/Legislation/ILCS/Chapters .  The Illinois Procurement Code (30 ILCS 500) and the Standard Procurement Rules (44 ILL. ADM. CODE PART 1) are applicable to this solicitation.  To view them respectively, go to   and Illinois General Assembly - ADMINISTRATIVE CODE.

E.2. PUBLIC RECORDS AND REQUESTS FOR CONFIDENTIAL TREATMENT

Offers become the property of the State.  All offers will be open to the public under the Illinois Freedom of Information Act (FOIA) (5 ILCS 140) and other applicable laws and rules, unless Offeror requests in its Offer that the State treat certain information as confidential.  A request for confidential treatment will not supersede the State’s legal obligations under FOIA.  The State will not honor requests to keep entire Offers confidential.  Offerors must show the specific grounds in FOIA or other law or rule that support confidential treatment.  Regardless, the State will disclose the successful Offeror’s name, the substance of the Offer, and the price.  

If Offeror requests confidential treatment, Offeror must submit additional copy/copies (see Instructions for Submission of Offers in Section C.) of the Offer with proposed confidential information redacted.  This redacted copy must tell the general nature of the material removed and shall retain as much of the Offer as possible.  In a separate attachment, Offeror shall supply a listing of the provisions identified by section number for which it seeks confidential treatment and identify the statutory basis or bases under Illinois law, including a detailed justification for exempting the information from public disclosure.

Offeror will hold harmless and indemnify the State for all costs or damages associated with the State defending Offeror’s request for confidential treatment.  Offeror agrees that the State may copy the Offer to facilitate evaluation, or to respond to requests for public records.  Offeror warrants that such copying will not violate the rights of any third party.

E.3. MINORITY CONTRACTOR INITIATIVE

The State requires a fee of $15 to cover expenses related to the administration of the Minority Contractor Opportunity Initiative.  Any offeror awarded a contract of $1,000 or more under Section 20-10, 20-15, 20-25 or 20-30 of the Illinois Procurement Code (30 ILCS 500) is required to pay a fee of $15.  The Comptroller shall deduct the fee from the first check issued to the Vendor under the contract and deposit the fee in the Comptroller’s Administrative Fund.  15 ILCS 405/23.9.

E.4. FEDERAL FUNDS

The resulting contract may be partially or totally funded with Federal funds.  Upon notice of intent to award, the percentage of supplies and/or services involved that are Federally funded and the dollar amount of such Federal funds will be disclosed.

E.5. EMPLOYMENT TAX CREDIT

Offerors who hire qualified veterans and certain ex-offenders may be eligible for tax credits.  30 ILCS 500/45-67 and 45-70.  Please contact the Illinois Department of Revenue (217-524-4772) for information about tax credits [35 ILCS 5/216, 5/217]. 

E.6. RESERVATIONS

Offeror must read and understand the solicitation and tailor the Offer and all activities to ensure compliance.  The State reserves the right to amend the solicitation, reject any or all offers, award by item/services, group of items/services, or grand total, and waive minor defects.  The State may request a clarification, inspect Offeror’s premises, interview staff, request a presentation, or otherwise verify the contents of the Offer, including information about subcontractors and suppliers.  The State may request Best & Final Offers when appropriate.  The State will make all decisions on compliance, evaluation, and terms and conditions, and shall make decisions in the best interests of the State and in accordance with the Illinois Procurement Code, rules and other applicable State and Federal statutes and regulations.  This competitive process may require that Offeror provide additional information and otherwise cooperate with the State.  If an offeror does not comply with requests for information and cooperate, the State may reject the offer as non-responsive to the solicitation.  Submitting an offer does not entitle Offeror to an award or a contract.  Posting a vendor’s name in a Bulletin notice does not entitle the vendor to a contract.  The State is not responsible for and will not pay any costs associated with the preparation and submission of any offer.  

Awarded Offeror(s) shall not commence and will not be paid for any billable work undertaken prior to the date all parties execute the contract, unless approved in writing in advance by the State Purchasing Officer or the Chief Procurement Officer (or designee).

E.7. AWARD

The State is not obligated to award a contract pursuant to this solicitation.  If the State issues an award, the award will be made to the responsive and responsible offeror whose offer best meets the specified criteria unless otherwise permitted by the Illinois Procurement Code and Illinois Administrative Code.  However, if the State does not consider the price to be fair and reasonable and negotiations fail to meet an acceptable price, then the State reserves the right to cancel the award and take appropriate action to meet the needs of the State.  The State will determine whether the price is fair and reasonable by considering the offer, including the offeror's qualifications, the offeror's reputation, all prices submitted, other known prices, the project budget and other relevant factors.  The State will post a notice to the Bulletin identifying the apparent most responsive and responsible offeror.

E.8. INVOICING ADDRESS

The awarded Vendor shall invoice at the completion of the contract unless invoicing is tied in the contract to milestones, deliverables, or other invoicing requirements agreed to in the contract.  The Bulletin posting contains the “Bill-to Address:” where invoices should be sent.

Vendor shall not bill for any taxes unless accompanied by proof that the State is subject to the tax.  If necessary, Vendor may request the applicable Agency’s Illinois tax exemption number and Federal tax exemption information.

E.9. PROTEST REVIEW OFFICE

Offeror may submit a written protest to the Protest Review Office following the requirements of the Standard Procurement Rules.  44 ILL. ADM. CODE 1.5550.  For protests related to specifications, the Protest Review Office must physically receive the protest no later than fourteen (14) days after the solicitation or related addendum was posted to the Bulletin.  For protests related to rejection of individual proposals or awards, the protest must be received by close of business no later than fourteen (14) days after the protesting party knows or should have known of the facts giving rise to the protest.  The Protest Review Office’s information is as follows:
Chief Procurement Office
Attn: Protest Review Office
Email: cpogs.pro@illinois.gov

E.10. RESPONSIBILITY

A responsible Offeror is one who has the capability in all respects to perform fully the contract requirements and who has the integrity and reliability that will assure good faith performance.  The State determines whether the Offeror is a “responsible” offeror; an offeror with whom the State can or should do business.  For example, the State may consider the following:

E.10.1. A “prohibited bidder” includes any person assisting an employee of the State of Illinois by reviewing, drafting, directing, or preparing any invitation for bids, a request for proposal, or request of information, or providing similar assistance unless such assistance was part of a publicly issued opportunity to review drafts of all or part of these documents.  For purposes of this section, an employee of the State of Illinois means one who, by the nature of his or her duties, has the authority to participate personally and substantially in the decision to award a State contract.  No person or business shall submit specifications to a State agency unless requested to do so by an employee of the State. No person or business that contracts with a State agency to write specifications for a particular procurement need shall submit a bid or proposal or receive a contract for that procurement need.

Nothing herein is intended to prohibit a vendor from bidding or offering to supply developing technology, supplies or services after providing the State with a demonstration of the developing technology, supplies, or services; provided the subject of the demonstration to the State represents industry trends and innovation and is not specifically designed to meet the State's needs.  Nothing herein is intended to prohibit a person or business from submitting a bid or offer or entering into a contract if the person or business: (i) initiates a communication with an employee to provide general information about products, services, or industry best practices and, if applicable, that communication is documented in accordance with Section 50-39 of the Illinois Procurement Code or (ii) responds to a communication initiated by an employee of the State for the purposes of providing information to evaluate new products, trends, services, or technologies.

E.10.2. Other factors that the State may use to evaluate to determine responsibility include, but are not limited to:  political contributions, certifications, conflict of interest, financial disclosures, taxpayer identification number, past performance in business or industry, references (including those found outside the Offer), compliance with applicable laws, financial responsibility, insurability, effective equal opportunity compliance, payment of prevailing wages if required by law, capacity to produce or sources of supply, and the ability to provide required maintenance service or other matters relating to the offeror’s ability to deliver in the quality and quantity within the time and price as specified in this solicitation.

E.10.3. Awarded offerors must always have financial resources sufficient, in the opinion of the State, to ensure performance of the contract and must provide proof upon request.  The State may require a performance bond if, in the opinion of the State, it ensures performance of the contract.  The State may terminate the contract, consistent with the termination for cause provision of the contract, if the vendor lacks the financial resources to perform under the contract.

E.10.4. The State may require that an offeror correct any deficiencies as a condition of further evaluation.

E.11. BidBuy Terminology and Guidance:  BidBuy is an online e-procurement system.  There may be some difference between the procurement terminology used in this solicitation and the terms used in BidBuy.  Please learn more about BidBuy by accessing the online resources found here:

https://pathway2procurement.illinois.gov/bidbuy.html



Section F.  PROPOSAL FORMS
Offeror must complete and return:
· The following two (2) tables include: Technical Requirements: Mandatory Requirements with Evidence (Section F.2), and Proposed Technical Solution (Section F.3)
· Commitment to Diversity (Section F.4)
· Offer to the State of Illinois Information and Technology 
Please read and follow each instruction carefully.
[bookmark: _Hlk227672199]Offerors should format their proposals to match the structure, organization, and presentation style below. The purpose of this is to ensure clarity, consistency, and ease of evaluation.
To comply, Offerors should follow these guidelines:
1. Follow the same section order and headings shown in the sample.
· Each response must be labeled with the corresponding RFP requirement number (e.g., “F.2.1 Government Hosting Experience”).
· Maintain the same hierarchy of headings, subheadings, and topic areas. 
2. Provide both bullet‑point summaries and supporting narrative paragraphs for each requirement, as depicted in the sample.
· Bullet points should summarize key qualifications or capabilities.
· A short paragraph should follow to explain or expand upon those bullets. 
3. Use clear, concise, and direct language. 
4. Ensure that each mandatory requirement is explicitly addressed.
· Responses must align with the order and numbering used in the RFP.
· Do not combine or reorder requirements.
5. Include designated contact information in the format shown in the sample proposal, including:
· Primary and secondary points of contact
· Email addresses
· Phone numbers 
6. Maintain consistent formatting conventions, including:
· Section titles in bold
· Bullet lists for key points
· Paragraph summaries after bullet lists
· Structured lists for timelines or phased work plans


F.1. CONTRACT REQUIREMENTS

Please read each contract requirement carefully in F.1.  These contract requirements shall be included in any contract resulting from this solicitation.
	CONTRACT REQUIREMENTS
	

	F.1.1. The Solution must be hosted in an Offeror maintained Cloud environment and not be stored, maintained, or accessed via on-premises servers.


	F.1.2. The Solution must be a web-based solution allowing authorized user access to information twenty-four (24) hours per day, seven (7) days per week notwithstanding any pre-agreed upon or emergency maintenance requirements.

	F.1.3. The facility where the application is hosted must be a Tier II equivalent facility with N+ 1 capability for all HVAC, electrical, UPS and generator facilities. The facility must have dual instances for power and network / Internet connectivity.

	F.1.4. Offeror must ensure all hosted data pertinent to this contract shall remain located within the contiguous United States.

	F.1.5. Attachment A- DoIT Cloud Hosting Appendix shall become part of the resulting contract. If any changes are proposed they must be submitted at the time of proposal.

	F.1.6. The Solution shall be built with information security from its inception rather than “bolted on” after the System has been implemented.

	F.1.7. Offeror shall have an all-encompassing, end-to-end regulatory solution that is in-production at a customer of similar size and scope of IDOA.

	F.1.8. The Solution shall support security at the object level (e.g., Table, View, Index).

	F.1.9. The Solution shall support security at the row and column level.

	F.1.10. The Solution shall support auditing at the object level (i.e., Table, Column).

	F.1.11. Offeror’s Solution must be capable of performance all tests outlined in Section B. 

	F.1.12. The Offeror should make available, at DoIT's request, any and all documentation needed to support compliance with State and Federal regulations.

	F.1.13. The software used to install and update the System, independent of the mode or method of conveyance, shall be certified free of malevolent software (“malware”). The Vendor may self-certify compliance with this standard through procedures that make use of commercial malware scanning software.

	F.1.14. The Solution should be configurable to prevent corruption or loss of data already accepted into the System in the event of a System failure (e.g., integrating with an uninterrupted power supply (UPS) for on-premises systems, etc.).

	F.1.15. The Vendor should monitor, alert, and protect against web application attacks of internet-facing applications.

	F.1.16. The Vendor must maintain all minimum Service Level Agreements (SLAs) including Incident Response Times defined in Attachment C throughout the life of the contract.
• SLA compliance will be measured and reported according to the formulas and reporting periods specified in Attachment C.
• All monetary penalties for SLA non-compliance shall be applied as service credits and deducted from the following month’s invoice without exception.
• The Vendor must provide monthly SLA reports within five (5) business days after month-end and submit a root-cause analysis and corrective action plan for any SLA breach within five (5) business days of notification.
• Chronic SLA failures (three or more breaches of the same SLA within a rolling three-month period) may result in escalation and termination for cause.
• The State reserves audit rights to validate SLA measurements, including access to dashboards and raw data.


	F.1.17. The State of Illinois has specific security requirements for information and systems. Vendor must ensure these requirements are fully understood and allocate sufficient project time and resources to address the security requirements. The Security Requirements in Attachment D will become part of the resulting contract. 

	F.1.18. Vendor must maintain an acceptable security audit report for the durations of this contract. The state prefers this to be a SOC 2 type 2. The State in its discretion may agree to accept a similar, alternative type of security audit report for review, if no SOC 2 type 2 report is available.

	F.1.19. Project Management Tool Requirement: The Vendor’s assigned Project Manager MUST onboard and actively manage the project using the State of Illinois’ official project management tool, ServiceNow – Strategic Portfolio Management (SPM). SPM serves as the authoritative system of record (Source of Truth) for tracking project scope, timelines, budget, Change Requests, risks, and issues. 

	F.1.20. The Vendor’s assigned Project Manager must have experience with or be opened to being trained in the use of the State’s ServiceNow – Strategic Portfolio Management (SPM) system and ensure consistent and timely updates of all project-related data within the tool. Enterprise Project Management Offices (EPMO) will provide SPM training. 
For further details on the SPM platform, refer to the State of Illinois DoIT EPMO Strategic Portfolio Management site: https://ilgov.sharepoint.com/sites/DoIT-EPMO
Service Now is only available to onboarded State of Illinois users.



By submitting an offer to this solicitation. The offeror agrees that they will meet the contract requirements in Section F.1. 
F.2. MANDATORY REQUIREMENTS WITH EVIDENCE

Please check “Met” to each of the mandatory requirements for the proposed solution. An Offeror that does not provide substantiating evidence for each requirement will be disqualified and the rest of the proposal will not be scored.

These Mandatory Requirements shall be included in any contract resulting from this solicitation.

Please provide substantiating evidence in your Proposed Technical Solution.  Use the column on the right to indicate the section and page number where your evidence/response to each item may be found.  The State will evaluate Offeror’s evidence/response to verify the mandatory requirement is met.

	MANDATORY REQUIREMENTS WITH EVIDENCE
	
	Proposal Section and Page Number

	F.2.1. Offeror, or Offeror’s team, must have experience hosting and providing maintenance and support of the proposed Solution for at least two (2) government customers.
	|_|    Met        

	

	F.2.2. Offeror Project Manager must have at least two (2) years’ experience leading the implementation of systems similar to the proposed Solution.
	|_|    Met        

	

	F.2.3. [bookmark: _Int_3sRPgll8]Offeror must provide a high-level work plan that shows how the Full Solution will go-live in 12 months. The Offeror shall also provide a Statement of Work for implementation through hyper-care with their Proposal. 
	|_|    Met        

	

	F.2.4. Offeror Solution must be capable of interfacing with the State of Illinois’ identity and access management solution, Okta, via the Security Assertion Markup Language (SAML) or OpenID Connect (OIDC) open standards.
	|_|    Met        

	

	F.2.5. Offeror Solution must maintain an audit trail of database transactions (add, change, delete) identifying the individual performing the transaction, the date and the time of the transaction, and the original data in instances where changes are made. All users must be able to view the most current data by default. Authorized State personnel must have the option to view all transactions.
	|_|    Met        

	

	F.2.6. The Vendor shall supply a list of all non-proprietary/open source software used in their solution.  The Vendor shall also include the version and Open Source Initiative (OSI) approved license type used for any open source software. If Open Source uses non-OSI approved licensing Vendor should include licensing terms and conditions. If there is not any then the vendor meets this Mandatory.
	|_|    Met        

	




F.3. PROPOSED TECHNICAL SOLUTION – DESIRABLE ELEMENTS

Please explain how your organization meets or will meet each of the desirable elements.  Use the column on the right to indicate the section and page number of your proposal where your response to each item may be found.

	[bookmark: _Hlk138241139]PROPOSED TECHNICAL SOLUTION – DESIRABLE ELEMENTS  
	Point Value
	Proposal Section and Page Number

	
General Requirements

	F.3.1. Provide an Executive Summary of the proposed services, highlighting the contents of the Offer to the Statement of Work. Emphasize the most key features offered by the proposed approach and methodology, and include a concise overview summarizing the Offeror’s proposed technical approach, the staffing structure, and planned tasks, including:

· A brief discussion of the Offeror’s understanding of the goals and expectations of this RFP, high-level approach along with the reasons why the Offer response might represent the best value to the State.
· High-level work plan depicting proposed phases, timeframes, major milestones, and dependencies.
· The name, address, phone number, and email address of the person that DoIT should contact in case of any questions regarding the response submission.
	6

	

	F.3.2. Use the template provided in Attachment B, Section B.1 to list relevant Offeror experience to the solution and services identified for this RFP. The State requires two (2) relevant experiences for each Offeror. Include all relevant experience and provide contact information for every example provided. The State reserves the right to contact any Offeror clients for information regarding the Offeror’s performance.

Offerors should also provide the following information in the “Narrative” sections of the attachment below specific to the experience listed in the attachment:

1. Describe how experience on projects of similar size, scope, and technical components is relevant to the services in this RFP.
2. Describe any problems or failures the Offeror encountered in that work, how these were resolved, and lessons learned.
3. The Offeror must stipulate their readiness to commence work immediately following contract signature. This includes providing a clear affirmation of their ability to meet all RFP requirements, particularly in terms of deliverables and timelines, using available corporate resources and fulfilling current contractual obligations.
4. Describe Offeror’s experience working with similar contracts, including any experience working with applicable State and federal regulations, including relevant State and federal privacy, confidentiality, and security rules.

	4

	

	F.3.3. Use the template provided in Attachment B, Section B.2 to list relevant Subcontractor experience to the solution and services identified for this RFP. The State requires two (2) relevant experiences for the identified Subcontractors. Include all relevant experience and provide contact information for every example provided. The State reserves the right to contact any Subcontractor clients for information regarding performance. If there are not any active subcontractors, the applicable score for the Prime vendors experience will be duplicated for these criteria to ensure fair evaluation. Subcontractors will not be allowed to be switched out during the term of this contract without the States approval. The State reserves the right to review the experience of any proposed subcontractors during this contract term to ensure they are of equal or greater quality. 

Offerors should also provide the following information in the “Narrative” sections of the attachment below specific to the experience listed in the attachment:

5. Describe how experience on projects of similar size, scope, and technical components is relevant to the services in this RFP.
6. Describe any problems or failures the Offeror encountered in that work, how these were resolved, and lessons learned.
7. The Offeror must stipulate their readiness to commence work immediately following contract signature. This includes providing a clear affirmation of their ability to meet all RFP requirements, particularly in terms of deliverables and timelines, using available corporate resources and fulfilling current contractual obligations.
8. Describe Offeror’s experience working with similar contracts, including any experience working with applicable State and federal regulations, including relevant State and federal privacy, confidentiality, and security rules.

	4
	

	F.3.4. Please describe how your system enables users to filter and select tasks by analyst, work group, instrument, and test priority. Include details on:

· Available filtering options and whether multiple criteria can be combined
· Ability to save and share filtered views
· Any performance considerations for large task lists

	3
	

	F.3.5. Explain how your system allows authorized users to select and assign tasks to analysts, work groups, or instruments. In your response, address:
· Bulk assignment capabilities
· Role-based permissions and audit logging
· Conflict checks (e.g., instrument availability or workload balancing)

	3
	

	F.3.6. Describe how your system generates and prints (or exports) backlog reports grouped by work group, instrument, analyst, test, and sample. Please include:
· Available report formats (PDF, CSV, etc.)
· Customization options for columns and layouts
· Ability to schedule or automate report generation

	3
	

	F.3.7. Explain how your system identifies and reports samples approaching expiry. Include:
· How time thresholds (e.g., 24/48/72 hours) are configured
· Reporting and alerting capabilities
· Options for printing or exporting these reports
	3
	

	F.3.8. Explain how your system generates and prints worklists or worksheets by work group, instrument, analyst, test, and sample. Include:
· Customization options for templates and fields
· Barcode integration
· Export formats and scheduling capabilities

	3
	

	F.3.9. Describe how your system supports compliance with ISO/IEC 17025 and StarD standards. In your response, include:
· Features that enable traceability, document control, and data integrity
· How audit logs, electronic signatures, and 3version control are handled
· Any certifications or documented compliance mappings available

	5
	

	F.3.10. Please describe your solution’s data integration and interoperability capabilities. Include:
• Ability for integrated modules to share data and information completely, seamlessly, and automatically
• Availability of APIs to securely and auditable retrieve data from external sources (e.g., lab customers submitting request forms)
• Support for exporting custom data files in user-defined format

	5
	

	F.3.11. Please describe your solution’s configuration management and customization capabilities. Include:
• Programming tools for authorized users to customize the LIMS application
• Ability to preserve customizations during future version upgrades
• Support for extensibility without compromising system integrity

	4
	

	F.3.12. Please describe your solution’s data integrity and historical tracking capabilities. Include:
• Automatic validation of data before saving (e.g., correct data type, limits, valid dates)
• Ability to assign effective dates or version numbers to entities (e.g., SOPs, prices, tests) to maintain historical records
	
	5
	

	TOTAL Points for General Requirements
	48
	

	Defining Analytical Tests and Analytes

	F.3.13. Please describe how your system allows users to define tests for both single analytes and multiple analytes. Include:
· How tests are created and configured
· Any limitations on the number or type of analytes per test
· Examples of workflows or screens for test definition

	5
	

	F.3.14. Explain how your system enables the creation of test groups that include multiple tests (both single-analyte and multi-analyte). Address:
· How groups are structured and managed
· Ability to reuse or share test groups across projects or programs
· Any constraints or configuration options available

	4
	

	F.3.15. Describe how your system stores and manages default detection limits and reporting limits for each analyte, including by matrix and method/technology. Include:
· How limits are entered and maintained
· Whether limits can be updated globally or per project
· How these limits are applied during testing and reporting
	5
	

	F.3.16. Explain how your system handles synonyms or alternate names for the same chemical analyte. Include:
· How multiple names are stored and linked to a single analyte record
· How this impacts searching, reporting, and compliance
· Any limitations or configuration options for name associations

	4
	

	F.3.17. Describe how your system supports different reporting limits for the same analyte across multiple programs or projects. Include:
· How limits are assigned at the program/project level
· How conflicts or overrides are managed
· Examples of workflows for setting and applying these limits

	5
	

	F.3.18. Explain how your system allows defining multiple sets of limits for each analyte, with associated actions (e.g., notify, reject). Include:
· How limits and actions are configured
· Whether actions can be automated or triggered by thresholds
· Examples of notifications or rejection workflows

	4
	

	F.3.19. Describe how your system associates registration numbers (e.g., CAS numbers, regulatory IDs) with each analyte. Include:
· How these identifiers are stored and validated
· How they are used in reporting and compliance
· Ability to support multiple registration numbers per analyte

	4
	

	TOTAL Points for Defining Analytical Tests and Analytes
	31
	

	General Workflow

	F.3.20. Please describe how your system tracks a sample from receipt through final disposition, including the ability to query for its current status at any point in the process. In your response, address:
· How sample lifecycle stages are defined and monitored
· How users can search or query for sample status (e.g., by ID, barcode, or other attributes)
· Any dashboards or reporting features for tracking sample progress

	5
	

	F.3.21. The State prefers to use barcoded samples for easy tracking. Explain how your system supports barcode functionality, including:
· Barcode generation and printing capabilities
· Supported barcode formats and integration with scanners
· How barcode scanning updates sample status and ensures data integrity

	5
	

	TOTAL Points for General Workflow
	10
	

	Sample Logging

	F.3.22. Please describe how your system captures and manages login data fields, including sample, project, customer, collection receipt, and assigned test. Include:
· How these fields are displayed and validated during login
· Ability to customize or add additional fields
· How data integrity is maintained

	5
	

	F.3.23. Explain how your system allows samples to be flagged for rush analysis and records the reason for expedited analysis. Include:
· How rush status is applied and displayed
· Any automated workflows or alerts triggered by rush status

	4
	

	F.3.24. Describe how your system automatically generates a unique identifier for each sample and allows users to override the automatically generated number with a custom number. Include:
· Rules for generating identifiers
· How overrides are controlled and audited

	4
	

	F.3.25. Explain how your system can automatically generate an intelligent unique identifier for each sampling event and sample based on user-defined rules. Include:
· Configuration options for identifier logic
· Examples of identifiers generated under different rules

	2
	

	F.3.26. Describe how your system records every change to sample login and test assignment data in an audit trail. Include:
· What details are captured (user, timestamp, old/new values)
· How audit logs are accessed and exported

	5
	

	F.3.27. Explain how your system allows assigning priority for analysis. Include:
· Available priority levels and how they are applied
· Impact on scheduling or workflow

	4
	

	F.3.28. Describe how your system supports assigning multiple TATs within a sampling event, based on deliverables or individual tests. Include:
· How TATs are configured and tracked
· Any alerts or scheduling adjustments based on TAT

	4
	

	F.3.29. Explain how your system supports manual login of a single sample and manual editing of login data, including adding or deleting test assignments for:
· A single sample
· A group of samples

	4
	

	F.3.30. Describe how your system automatically assigns default data during sample login so that only unique data needs to be entered. Include:
· How defaults are configured
· Ability to override defaults

	4
	

	F.3.31. Explain how your system provides pick lists for item selection and tools for selecting from long lists (e.g., smart lists, hot lookups, indices). Include:
· How lists are maintained and updated
· Any search or filtering capabilities

	4
	

	F.3.32. Describe how your system supports login of both grab samples and composite samples. Include:
· How these sample types are distinguished
· Any special handling or workflows

	5
	

	F.3.33. Explain how your system allows users to pre-define login details for sets of routinely collected samples. Include:
· How templates or profiles are created and applied
· Ability to update or reuse predefined details

	4
	

	F.3.34. Describe how your system generates sample collection lists, sampling instructions, and labels for samples. Include:
· Customization options for lists and labels
· Supported formats and printing capabilities

	5
	

	F.3.35. Explain how your system supports adding sample metadata such as matrix, station IDs, Lat/Longs, fund code, field measurement data, comments, fish taxonomy, size, weight, age, etc. Include:
· How metadata fields are configured
· Ability to validate or standardize metadata

	5
	

	F.3.36. Describe how your system identifies who has done what with the sample and when (internal custody tracking). Include:
· How custody events are logged
· How custody history is displayed and reported

	5
	

	F.3.37. Explain how your system supports ad-hoc login and test assignments outside of predefined workflows. Include:
· How flexibility is balanced with data integrity
· Any audit trail requirements

	2
	

	F.3.38. Describe how your system allows users to schedule sample login. Include:
· How scheduling is configured
· Notifications or reminders for scheduled logins

	2
	

	F.3.39. Explain how your system supports configuring custom sample numbers. Include:
· Rules for custom numbering
· How conflicts are prevented

	2
	

	F.3.40. Describe how your system supports printing barcodes, recognizing them at future events, and printing labels from logged samples. Include:
· Supported barcode formats
· Integration with scanners
· Customization options for label formats
· How barcode scanning links to sample or result records

	5
	

	F.3.41. Explain how your system generates a sample receipt report. Include:
· Report contents and customization options
· Export and printing capabilities
· Provide an example report

	4
	

	F.3.42. Describe how your system tracks sample distribution to another lab. Include:
· How transfers are logged and audited
· Any notifications or chain-of-custody features

	4
	

	F.3.43. Please describe your solution’s workflow configuration and status management capabilities. Include:
• Ability for authorized users to define sample and test statuses for workflow steps (e.g., “preparation complete”)
• Ability to specify actions required to change a status, such as task completion or approval
• Ability to assign individual users to roles within the workflow

	5
	

	F.3.44. Please describe your solution’s notification and alerting capabilities within workflow processes. Include:
• Ability to deliver workflow task notifications to roles or specific named persons
• Ability to set up automatic notifications of status changes, both within and external to LIMS

	4
	

	TOTAL Points for Sample Logging
	92
	

	Sample Storage and Tracking

	F.3.45. Please describe how your system tracks the chain of custody for samples. Include:
· How custody events are recorded and displayed
· How user actions and timestamps are captured
· Reporting and audit capabilities for custody history

	5
	

	F.3.46. Explain how your system manages sample storage inventory. Include:
· How storage locations are defined and tracked
· How sample movement within storage is recorded
· Any alerts or capacity management features

	4
	

	F.3.47. Describe how your system supports sample disposal management. Include:
· How disposal events are logged and audited
· Ability to configure disposal rules or schedules
· Reporting capabilities for disposed samples

	4
	

	F.3.48. Explain how your system allows users to input and manage sample safety information. Include:
· Types of safety data supported (e.g., hazard codes, handling instructions)
· How safety information is displayed during workflows
· Any validation or compliance features
	 
	4
	

	F.3.49. Describe how your system supports storing and retrieving samples. Include:
· How storage locations and retrieval requests are managed
· How the system ensures accurate tracking during retrieval
· Any barcode or scanning integration for storage and retrieval

	4
	

	TOTAL Points for Sample Storage and Tracking
	21
	

	Data Capture

	F.3.50. Please describe how your system captures data from acquisition instruments. Include:
· Supported instrument types and integration methods
· How data is transferred and validated
· Any real-time or automated data acquisition capabilities

	5
	

	F.3.51. Describe how your system supports user-definable result entry methods. Include:
· Options for configuring custom entry fields or templates
· Validation rules and error-checking features
· How these methods integrate with automated data capture

	4
	

	F.3.52. Explain how your system enables review of automatically entered results. Include:
· How auto-entered data is flagged for review
· Workflow for approving or rejecting results
· Audit trail of changes made during review

	5
	

	F.3.53. Describe how your system supports file transfers for data capture. Include:
· Supported file formats and transfer protocols
· How files are imported and linked to samples or tests
· Any security measures for file transfer and storage

	4
	

	F.3.54. Explain how your system provides user-definable import and export functions for instruments. Include:
· How users configure import/export settings
· Supported data formats and transfer methods
· Ability to transfer data over IoT or via a thumb drive for import and export

	4
	

	TOTAL Points for Data Capture
	22
	

	QA/QC Sample and Batches

	F.3.55. Please describe how your system assigns a unique identifier to QA/QC samples. Include:
· How identifiers are generated and tracked
· Ability to differentiate QA/QC samples from regular samples
· Any audit trail or reporting features for QA/QC identifiers
	5
	

	F.3.56. Explain how your system stores spike volumes and concentrations for QA/QC samples. Include:
· How these values are entered and validated
· How they are linked to specific samples or tests
· Any reporting or calculation features that use this data

	5
	

	F.3.57. Describe how your system captures and stores results of QA/QC calculations. Include:
· Types of calculations supported
· How results are displayed and reviewed
· Ability to export or report these results

	5
	

	F.3.58. Explain how your system compares QC results to control limits and provides visual notifications when results fall outside limits. Include:
· How control limits are defined and updated
· Types of visual indicators or alerts provided
· Any automated workflows triggered by out-of-limit conditions

	5
	

	F.3.59. Describe how your system stores confidence intervals or measurement uncertainty for analytical results. Include:
· How these intervals are calculated or entered
· How they are displayed in reports or dashboards
· Ability to update or validate these intervals

	5
	

	F.3.60. Explain how your system provides Statistical Quality Control charting functionality. Include:
· Types of charts supported (e.g., control charts, trend charts)
· How data is selected and plotted
· Ability to customize chart parameters and export charts

	4
	

	F.3.61. Describe how your system updates control limits either manually or automatically based on control chart statistics. Include:
· How updates are configured and approved
· Any audit trail for changes to control limits
· Ability to apply updated limits across multiple tests or instruments
	4
	

	F.3.62. Explain how your system allows defining a group of samples to be processed in the same preparation batch. Include:
· How batches are created and managed
· Ability to link batch details to individual samples
· Any constraints or automation features for batch grouping

	4
	

	F.3.63. Describe how your system generates trend analysis for QA/QC or analytical data. Include:
· Types of trends supported (e.g., by analyte, instrument, time)
· Visualization and reporting options
· Ability to export or share trend analysis results

	4
	

	F.3.64. Explain how your system charts instrument performance characteristics over time. Include:
· Types of performance metrics tracked
· Charting and visualization options
· Ability to set alerts for performance deviations

	4
	

	F.3.65. Briefly describe how your system allows samples to be grouped together or associated with one another for common analytical processing and information retrieval. Include:
· Ability to include multiple unique samples from a single source
· How quickly large groups of samples (e.g., 200–500 samples) can be entered
· Any automation or bulk entry features

	4
	

	TOTAL Points for QA/QC Sample and Batches
	49
	

	Sample Preparation

	F.3.66. Please describe how your system records the identity of one or more analysts involved in sample preparation. Include:
· How multiple analysts can be associated with a single preparation event
· How this information is displayed and audited
· Any role-based permissions for assigning analysts
	5
	

	F.3.67. Explain how your system captures and stores support equipment IDs used during sample preparation. Include:
· How equipment is linked to preparation records
· Ability to validate equipment IDs against an inventory or calibration database
· Reporting options for equipment usage

	4
	

	F.3.68. Describe how your system allows users to enter and manage preparation notes or comments for a sample. Include:
· How notes are stored and displayed
· Ability to edit or append notes with audit tracking
· Any formatting or character limits

	2
	

	F.3.69. Explain how your system records start and finish date/time for sample preparation. Include:
· How timestamps are captured and validated
· Ability to handle multiple preparation steps or phases
· Reporting and audit trail features for time tracking

	5
	

	F.3.70. Describe how your system captures initial and final volumes or weights during sample preparation. Include:
· Supported units and conversion options
· Validation rules for data entry
· How these values are used in calculations or reports

	4
	

	F.3.71. Explain how your system stores additional metadata related to sample preparation, such as reagent lot IDs, standard lot IDs and volumes, temperatures, filter IDs, etc. Include:
· How metadata fields are configured and customized
· Ability to validate or standardize metadata entries
· How this metadata is linked to preparation records and reported

	5
	

	TOTAL Points for Sample Preparation
	25
	

	Sample Analysis

	F.3.72. Explain how your system records one or more analysts associated with a test on a sample. Include:
• How analysts are selected or entered
• How multiple analysts are displayed and tracked
• How this information is linked to the sample record

	5
	

	F.3.73. Explain how your system records the instrument ID used for the analysis. Include:
• How instrument IDs are configured and maintained
• How instrument selection is validated
• How instrument details are linked to the analysis record

	5
	

	F.3.74. Explain how your system records analysis notes for a sample. Include:
• How notes are entered and edited
• How notes are displayed in reports
• How notes are linked to the sample and test record

	2
	

	F.3.75. Explain how your system records start and finish date/time for the analysis. Include:
• How timestamps are captured and stored
• Ability to ensure accuracy and prevent unauthorized changes
• How date/time information is reported

	5
	

	F.3.76. Explain how your system records dilution and concentration factors. Include:
• How these values are entered and validated
• How they are associated with the sample and test
• How they are displayed in reports

	5
	

	F.3.77. Explain how your system records initial and final volume for the sample. Include:
• How volumes are entered and verified
• How they are linked to the analysis record
• How they are reported

	4
	

	F.3.78. Explain how your system records comments related to the analysis. Include:
• How comments are entered and managed
• How comments are displayed in reports
• How comments are linked to the sample and test

	2
	

	F.3.79. Explain how your system stores additional analysis metadata such as reagent lot IDs, standard lot IDs and volumes, temperatures, filter IDs, etc. Include:
• How metadata fields are configured and customized
• Ability to validate or standardize metadata entries
• How this metadata is linked to analysis records and reported

	5
	

	F.3.80. Explain how your system assigns and tracks sequential testing. Include:
• How sequential tests are scheduled and managed
• How the sequence is displayed and tracked
• How results from sequential tests are linked and reported

	2
	

	TOTAL Points for Sample Analysis
	35
	

	Calculations

	F.3.81. Explain how your system provides descriptive statistics for sample data. Include:
• Types of descriptive statistics available (e.g., mean, median, standard deviation)
• How these statistics are calculated and displayed
• Ability to export or report these statistics

	2
	

	F.3.82. Explain how your system supports advanced math functions. Include:
• Examples of advanced functions available
• How these functions are applied to sample data
• How results are validated and reported

	1
	

	F.3.83. Explain how your system supports user-defined functions. Include:
• How users create and manage custom functions
• How these functions are applied to data sets
• How security and validation are maintained for custom functions

	2
	

	F.3.84. Explain how your system links calculations to prior results. Include:
• How previous results are accessed and referenced
• How links are maintained for traceability
• How linked results are displayed in reports

	4
	

	F.3.85. Explain how your system provides a library of math functions. Include:
• Types of functions included in the library
• How users access and apply these functions
• Ability to update or expand the library

	1
	

	F.3.86. Explain how your system supports sample preparation functions such as aliquots and weights. Include:
• How aliquots and weights are calculated and recorded
• How these functions integrate with sample preparation workflows
• How results are validated and reported

	5
	

	F.3.87. Explain how your system performs linear calibration and standard addition calculations. Include:
• How calibration curves are generated and managed
• How standard addition calculations are performed
• How these calculations are linked to sample results and reported

	5
	

	F.3.88. Explain how your system provides a calculation builder. Include:
• How users create and customize calculations
• How calculations are validated and stored
• How calculation results are displayed and reported

	2
	

	TOTAL Points for Calculations
	22
	

	Results Entry

	F.3.89. Explain how your system ensures that every change to results data is recorded in the audit trail. Include:
• What elements are captured (e.g., who, what, when, why)
• How audit entries are stored, retained, and made tamper-evident
• How audit information is accessed, filtered, and reported

	5
	

	F.3.90. Explain how your system checks results against validation criteria upon data entry and flags when criteria are not met. Include:

· How validation rules are configured and maintained
· How validation occurs (real-time vs. post-entry) and how flags are displayed
· How users resolve validation issues and how resolutions are tracked

	5
	

	F.3.91. Explain how your system checks results against limits upon data entry and flags when limits are exceeded. Include:
· How limits (e.g., specification limits, control limits) are defined and versioned
· How exceedances are flagged and communicated to users
· How limit violations impact workflow, reporting, and follow-up actions
	5
	

	F.3.92. Explain how your system handles additions, deletions, and updates to entered results with required controls. Include:

· How individual permissions are enforced for each action
· How exceptions are flagged and documented
· How sample status is updated based on changes
· How an audit trail of changes is created and maintained

	5
	

	F.3.93. Explain how your system records the result for an analyte with units. Include:
• How results and units are entered and validated
• How unit consistency is enforced across tests
• How results with units are displayed and reported

	5
	

	F.3.94. Explain how your system records the detection limit with units for an analyte. Include:
• How detection limits are configured and maintained
• How detection limits are linked to the analyte result
• How detection limits are displayed in reports

	5
	

	F.3.95. Explain how your system records the reporting limit with units for an analyte. Include:
• How reporting limits are defined and versioned
• How reporting limits are associated with the analyte result
• How reporting limits are displayed and flagged if exceeded

	5
	

	F.3.96. Explain how your system records additional information for analyte results, including qualifiers. Include:
• How qualifiers are entered and managed
• How qualifiers are linked to the result record
• How qualifiers are displayed in reports

	5
	

	F.3.97. Explain how your system records comments related to analyte results. Include:
• How comments are entered and edited
• How comments are linked to the analyte result
• How comments are displayed in reports

	2
	

	F.3.98. Explain how your system records a reference to the data source for analyte results. Include:
• How data source references are captured and maintained
• How references are linked to the analyte result
• How references are displayed in reports

	4
	

	F.3.99. Explain how your system records the person entering analyte results. Include:
• How user identity is captured and verified
• How this information is linked to the result record
• How it appears in audit trails and reports

	5
	

	F.3.100. Explain how your system records the results entry date and time. Include:
• How timestamps are captured and stored
• How accuracy and integrity of timestamps are ensured
• How date/time information is displayed and reported

	5
	

	F.3.101. Explain how your system allows locking of results and turning on or off the reporting of individual analytes, including the ability to report results from multiple dilutions for a single sample. Include:
• How results are locked to prevent further changes
• How reporting status for individual analytes is controlled
• How this functionality applies to manual results entry
• How locked and reporting statuses are displayed in reports

	5
	

	F.3.102. Explain how your system stores a preliminary raw value (result) that is not evaluated against LOD/LOQ. Include:
• How preliminary raw values are entered and identified
• How these values are stored separately from evaluated results
• How preliminary values are displayed and reported without triggering validation or limit checks

	4
	

	F.3.103. Explain how your system allows users to manually enter results for a single sample, including the ability to import images (e.g., JPEG, GIF, or TIFF files) into the system. Include:
• How manual entry is performed and validated
• How images are imported, stored, and linked to the sample record
• How imported images are displayed and reported

	2
	

	F.3.104. Explain how your system allows users to manually edit results data for a single sample. Include:
• How edits are controlled and tracked
• How permissions and security are enforced for edits
• How changes are reflected in audit trails and reports

	4
	

	F.3.105. Explain how your system allows users to manually enter results for a group of samples from a single screen. Include:
• How group entry is performed and streamlined
• How data integrity is maintained during batch entry
• How group entries are linked to individual sample records

	4
	

	F.3.106. Explain how your system allows users to manually edit results for a group of samples, including adding and deleting test assignments. Include:
• How edits for multiple samples are managed
• How test assignments are added or removed
• How audit trails and permissions are enforced for group edits

	4
	

	F.3.107. Explain how your system provides pick lists of items for selection, if applicable. Include:
• How pick lists are configured and customized
• How pick lists improve data entry accuracy
• How pick lists are maintained and updated

	4
	

	F.3.108. Explain how your system provides integrated data import tools to interface with external data systems or files. Include:
• How data import tools are configured and maintained
• Supported file formats and external system connections
• How imported data is validated and linked to sample records

	5
	

	F.3.109. Explain how your system captures data from water systems, temperature checks from refrigerators and freezers, and pH meters. Include:
• How connections to these devices are established
• How data is captured in real time or batch mode
• How this data is stored, validated, and reported

	4
	

	F.3.110. Explain how integrated data import tools can automatically populate all or any combination of provided and user-defined data fields for results. Include:
• How mapping between imported data and system fields is configured
• How user-defined fields are supported during import
• How data integrity and completeness are ensured during automatic population

	4
	

	F.3.111. Explain how your system captures real-time mass data from electronic balances. Include:
• How balances are connected and integrated with the system
• How real-time data is captured and linked to sample records
• How data accuracy and traceability are maintained

	4
	

	TOTAL Points for Results Entry
	100
	

	Data and Query Handling

	F.3.112. Explain how your system imports and stores Estimated Detection Limits (EDL), Estimated Reporting Limits (ERL) from instruments (e.g., LC/HRMS), Instrument Detection Limits (IDL), Method Detection Limits (MDL), and Minimum Reporting Levels (MRL). Include:
• How these limits are imported from instruments or external files
• How limits are stored and linked to the appropriate sample and method
• How limits are validated and displayed in reports

	5
	

	F.3.113. Explain how your system corrects final EDL and ERL based on preparation information. Include:
• How preparation details (e.g., dilution, concentration factors) are applied to adjust limits
• How corrected limits are calculated and stored
• How corrected limits are displayed in reports and audit trails

	5
	

	F.3.114. Explain how your system reports EDL, ERL, and Limits of Quantitation (LOQ, also known as MRL) in final client reports and Electronic Data Deliverables (EDDs). Include:
• How these limits are formatted and included in client reports
• How they are exported in EDDs
• How reporting ensures compliance with regulatory or client requirements

	5
	

	F.3.115. Explain how your system tracks multiple clean-ups (with volumes) associated with a single sample/method. Include:
• How clean-up steps and volumes are recorded and linked to the sample
• How multiple clean-ups are managed and displayed
• How this information is included in reports and audit trails

	4
	

	F.3.116. Explain how your system supports multi-level review and approval at the sample, analysis, and analyte levels. Include:
• How many user-defined review levels are supported and how they are configured
• How role separation is enforced (e.g., peer reviewer must be different from the analyst)
• How review workflows are initiated, routed, and tracked
• How approvals and rejections are recorded and reported at each level

	5
	

	F.3.117. Explain how your system enables review and approval of results for all samples within an analytical batch. Include:
• How batches are defined, viewed, and filtered for review
• How reviewers approve or reject results at batch level and propagate actions to sample/analysis/analyte records
• How exceptions, flags, and unresolved items are surfaced during batch review
• How batch approvals are captured in audit trails and reports

	4
	

	F.3.118. Explain how your system supports checking and managing sample status throughout the workflow. Include:
• How status values are configured (e.g., received, in progress, pending review, approved, on hold, reschedule required)
• How status changes are triggered by events (e.g., review outcomes, re-analysis assignment)
• How status history is tracked and reported
• How status drives permissions, notifications, and downstream actions

	4
	

	F.3.119. Explain how your system allows rescheduling of tests and samples. Include:
• How rescheduling is requested, authorized, and documented
• How scheduling constraints (e.g., instrument availability, analyst assignment) are handled
• How rescheduled tests are linked to original records and reflected in timelines
• How rescheduling impacts status, turnaround time metrics, and reports
 
	3
	

	F.3.120. Explain how your system allows assignment of re-analysis on the original sample and records the reason. Include:
• How re-analysis requests are initiated and approved
• How reasons, justifications, and related evidence are captured
• How re-analysis results are linked to the original sample and prior results for traceability
• How re-analysis actions are reflected in audit trails, status, and reporting

	4
	

	F.3.121. Explain how your system provides integrated tools to create and save ad hoc queries with minimal effort and without requiring detailed knowledge of the database structure. Include:
• How users build queries (e.g., graphical interface, drag-and-drop, filters)
• How queries can be saved, reused, and shared
• How security and permissions are enforced for query creation and access

	3
	

	F.3.122. Explain how data from ad hoc queries can be exported to external files or applications. Include:
• Supported export formats (e.g., CSV, Excel, PDF)
• How exports maintain data integrity and formatting
• How exports can be automated or scheduled

	3
	

	F.3.123. Explain how your system allows creation of queries for work lists based on various user-defined parameters (e.g., pending work by method, matrix, due date, holding time, client). Include:
• How parameters are selected and combined to generate work lists
• How work lists are displayed and updated in real time
• How work lists can be saved, printed, or exported for operational use

	3
	

	F.3.124. Explain how your system provides an integrated querying tool. Include:
• How the tool is accessed and integrated within the LIMS interface
• How it supports both predefined and user-created queries
• How security and permissions are managed for query usage
	
	3
	

	F.3.125. Explain how the integrated querying tool allows users to run proposer-designed queries. Include:
• How proposer-designed queries are delivered and maintained
• How users select and execute these queries
• How results are displayed and exported

	2
	

	F.3.126. Explain how users can control which saved queries are visible for selection. Include:
• How visibility settings are configured
• How query sharing is managed among user groups
• How security and auditability are maintained

	2
	

	F.3.127. Explain how the integrated querying tool supports selection of user-defined fields. Include:
• How user-defined fields are created and incorporated into queries
• How queries handle mixed system-defined and user-defined fields
• How these fields are validated and displayed in results

	3
	

	F.3.128. Explain how sort order can be specified at query run time and how query results can be resorted. Include:
• How users define sort order during query execution
• How resorting is performed after results are displayed
• How sorting impacts export and reporting

	2
	

	F.3.129. Explain how the integrated querying tool supports ad hoc querying using SQL. Include:
• How SQL queries are entered and executed
• How syntax validation and error handling are provided
• How SQL-based queries interact with security and permissions

	2
	

	TOTAL Points for Data and Query Handling
	62
	

	
Reports

	F.3.130. Explain how your system provides an integrated reporting tool and a set of standard reports. Include:
• Types of out-of-the-box reports available (e.g., backlog, preliminary and final results with QA/QC data, QA/QC summaries, audit trail, sample history, management reports such as turnaround time, workload monitoring, number of tests performed)
• How these reports can be sorted by user-defined parameters
• How QA/QC reports include narratives and summaries

	4
	

	F.3.131. Explain how your system allows users to create and save user-defined reports. Include:
• How reports are designed and customized by users
• How charts and graphs can be incorporated into reports
• How saved reports are managed and shared among users

	3
	

	F.3.132. Explain how reports can be previewed prior to printing and exported in various formats (e.g., .xls, .txt, .pdf, XML). Include:
• How preview functionality works
• Supported export formats and how formatting is preserved
• How exports maintain data integrity and compliance

	3
	

	F.3.133. Explain how your system supports electronic transfer of reports to others and the production of amended reports. Include:
• How electronic delivery is configured and secured
• How amended reports are generated, tracked, and version-controlled
• How audit trails capture report changes and distribution

	4
	

	F.3.134. Explain how your system provides functionality for report scheduling and distribution. Include:
• How scheduling is configured and automated
• How distribution lists and permissions are managed
• How scheduled reports are monitored and logged

	3
	

	F.3.135. Explain how your system provides an integrated querying tool. Include:
• How users run proposer-designed queries
• How users create, save, and manage their own queries
• How visibility of saved queries is controlled
• How user-defined fields are supported in queries
• How sort order can be specified at run time and results resorted
• How ad hoc querying using SQL is supported
• How query results can be exported to external files or applications

	3
	

	F.3.136. Explain how your system allows creation of queries for work lists based on user-defined parameters (e.g., pending work by method, matrix, due date, holding time, client). Include:
• How parameters are selected and combined
• How work lists are displayed and updated
• How work lists can be saved, printed, or exported

	3
	

	TOTAL Points for Reports
	23
	

	Functionality

	F.3.137. Describe how the system will support tracking and managing sample‑related costs and resource usage in place of traditional billing rules. Since no general billing rules currently exist, the system should allow the laboratory to:
• Track the amount of consumables and other resources used during the processing of each sample
• Capture and record the time spent by chemists and lab associates on individual samples or test activities
• Support visibility into resource usage across tests, methods, matrices, add‑on services, and any rush or priority cases without applying billing logic
• Record sample priorities as they exist today (grouping by request type, then age, with limited priority handling such as human‑exposure cases), without enforcing or generating automated processing rules
• Maintain auditable records of resource and time tracking, including effective dates and version history for any configurations, to support internal review and reporting needs
	2
	

	F.3.138. Detail how your system supports department or project specific billing rules, calculations, and rates. Include:
• How overrides are configured per client, contract, or project
• How priority and conflict resolution work between general and client/project-specific rules
• How client/project price lists are versioned and controlled
• How these tailored rules are applied in quotes, orders, and invoices

	1
	

	F.3.139. Provide a comprehensive overview of equipment management capabilities. Include:
• Instrument registry with list and descriptions of instruments (make/model, serial, location, owner, status)
• Calibration data management (methods, due dates, results, certificates, uncertainty, tolerances)
• Maintenance and repair tracking (preventive schedules, corrective actions, parts, downtime)
• External calibration and instrument parameters captured and used in final calculations (e.g., air sampling orifice size, pressure, flow, temperature, time—start/stop and elapsed)
• How equipment data integrates with analyses, calculations, and reporting

	4
	

	F.3.140. Demonstrate how your system manages inventory and operational compliance records. Include:
• Documentation of personnel training and qualifications, including certification tracking, renewal alerts, and linkage to work authorization
• Mobile device support for uploading from field equipment (photos, instrument files, measurements) and remote data entry with offline/online sync
• Recording amounts received and weighed (e.g., samples, consumables) with unit conversions and audit trails
• Tracking solvents and reagents (lots, quantities, locations, expiration dates, usage against methods and samples)
• How inventory, training, and certification records drive workflow permissions and QA/QC

	4
	

	TOTAL Points for Functionality
	11
	

	Technical Functions- General

	F.3.141. Describe your software development and testing practices for the proposed LIMS. Include:
• Development/configuration approach and methodologies (e.g., Agile, DevOps, CI/CD), and how they are documented
• Environmental strategy (dev/test/stage/prod) and configuration management across environments
• Each testing phase (unit, integration, system, performance, security, user acceptance), with test coverage, automation, and defect tracking
• Evidence of rigor (test plans, test cases, traceability to requirements, exit criteria, test reports)

	3
	

	F.3.142. Provide ISO 9001 certification details for your quality management system. Include:
• ISO 9001 version held (e.g., 2000, 2008, 2015) and scope of certification relevant to LIMS
• First certification date and the certifying entity/body
• Current certification status, renewal cadence, and audit history summaries

	2
	

	F.3.143.  Detail your policies and procedures for notifying clients of discoveries of critical software problems and the availability of fixes. Include:
• How criticality is defined and assessed, and corresponding response timelines
• Communication channels (e.g., email advisories, customer portal, release notes) and escalation paths
• Availability of hotfixes/patches, workarounds, and guidance documents
• How notifications and fixes are tracked, acknowledged, and verified by clients

	3
	

	F.3.144. Describe your established, documented change management process. Include:
• Request intake, impact analysis, approval workflows, and stakeholder sign-offs
• Version control, branching strategy, build and release management
• Change logs/audit trails, rollback procedures, and post-change validation
• Alignment with governance/compliance requirements and segregation of duties

	3
	

	F.3.145. Summarize the project management methodologies you follow (e.g., PMBOK, Agile, hybrid). Include:
• Governance model, roles/responsibilities, and decision-making structure
• Planning and execution practices (scope, schedule, budget, resources) and tooling
• Risk, issue, and dependency management, including reporting cadence and KPIs
• Stakeholder engagement, change control during implementation, and documentation deliverables

	3
	

	F.3.146. Explain how the solution is engineered for a long lifecycle and compatibility across versions. Include:
• Backward/forward compatibility strategy (data models, APIs, integrations), and deprecation policy
• Upgrade and migration approach (tools, scripts, impact analysis, validation plans)
• Commitment to semantic versioning, release cadence, and roadmap transparency
• Support for extensibility/customizations that survive upgrades with minimal rework

	3
	

	F.3.147. Provide details on how your system delivers complete documentation of the database structure. Include:
• How content of all tables and fields is documented (e.g., data dictionary, schema diagrams)
• How documentation is maintained and updated with system changes
• How documentation is made accessible to administrators and developers

	2
	

	F.3.148. Describe how your system provides the ability to create user-defined fields. Include:
• How new fields are configured (data types, validation rules, default values)
• How user-defined fields are integrated into workflows, queries, and reports
• How security and auditability are maintained for custom fields

	3
	

	F.3.149. Explain how your system provides or allows creation of data fields for results at the analyte level, including units, detection limit, reporting limit, qualifier, and flag. Include:
• How these fields are configured and standardized
• How values are entered, validated, and displayed
• How these fields are linked to analyte results and included in reports

	4
	

	F.3.150. Describe how your system supports mathematical conversion between reporting units. Include:
• How conversion factors are defined and maintained
• How conversions are applied automatically or manually during data entry and reporting
• How accuracy and traceability of conversions are ensured

	4
	

	TOTAL Points for Technical Functions- General
	30
	

	Usability

	F.3.151. Describe the overall user interface design principles and workflow alignment. Include:
• How the interface is kept simple, consistent, and aligned with business processes across all functions
• How the GUI guides users to the next logical workflow step while allowing free navigation and return to the in-process task
• How the system uses terminology familiar to users (domain language vs. system-oriented terms) and follows standardized conventions to avoid ambiguity
• How the solution minimizes clicks/user interactions to complete tasks, with support for accelerators (shortcuts, hot keys, alternate workflows) for expert users
	
	3
	

	F.3.152. Explain how the solution supports accessibility and inclusivity requirements. Include:
• Compliance with Section 504 of the Rehabilitation Act of 1973 and the Illinois Information Technology Accessibility Act (P.A. 95-307)
• Use of color and visual cues that enhance usability while meeting disability accessibility standards
• Support for users with limited English proficiency (e.g., language options, plain-language messaging, localization)
• How accessibility is validated and monitored over time

	4
	

	F.3.153. Detail navigation and task control capabilities. Include:
• Ability to navigate to any functional component from a client landing page without excessive menu traversal
• Availability of an emergency exit that cleanly abandons unintended actions with minimal dialogue and leaves data unchanged
• Undo/redo support, or on-screen confirmations for irreversible actions
• Cursor auto-advance to the next logical field and optional auto-advance after drop-down selections

	3
	

	F.3.154. Describe data entry usability features and field controls. Include:
• Drop-downs, list boxes, multi-selection, and checkboxes for key entry with system-based autofill (explicitly disallowing client browser autofill)
• Pop-up list boxes for code fields and hot-key selection support
• Templates for data entry with clearly marked mandatory and optional fields
• Ability to save incomplete datasets to complete workflow later, with flags for required and incomplete fields

	3
	

	F.3.155. Explain field-level visibility, security, and personalization. Include:
• Ability to make fields visible or invisible based on parameters, user rights, consent, and access controls
• Automatic hiding of fields not accessible to a given user or not in use
• Per-user preferences, including enabling/disabling tooltips, and retention of preferred display settings
• How these controls are audited and managed

	3
	

	F.3.156. Describe validation, error prevention, and correction mechanisms. Include:
• Real-time validation at the time of each field entry as the default mechanism and immediate identification of invalid entries
• Elimination or checking of error-prone conditions with confirmation before committing actions, ensuring data integrity
• System suggestions or auto-corrections for entries that do not conform to data standards (defined in detailed system design and metadata models), with user control to review and confirm
• Prevention of unnecessary re-entry due to validation errors by allowing auto-correct when possible or direct navigation to the error for correction

	4
	

	F.3.157. Explain alerts, notifications, and workflow queues. Include:
• Centralized workflow alerts and transactional status with pending work items in centralized queues
• Grouping by attributes (e.g., location, communication type such as phone/email, and system-defined priority)
• Configurable alerts by the user, by a supervisor for a user, and by a system administrator
• Push messaging capabilities that notify intended workers without requiring manual inquiry

	3
	

	F.3.158. Describe contextual help and guidance features. Include:
• Mouse-over tooltips that display descriptions of defined fields and context messages, with an option to turn this off in user preferences
• Linked access to help functions from every window and full-text search across all help content based on user profiles
• Availability of clear on-screen instructions and visibility of user instructions in easily retrievable locations
• How help content is maintained and versioned

	2
	

	F.3.159. Provide details on online system documentation and governance. Include:
• Availability of online policies and procedures, user guides, system help, and IDOA Laboratory SOPs, accessible at all times
• Ability for authorized users to modify/edit these online documents with appropriate version control, approvals, and audit trails
• How documentation changes are communicated and validated with stakeholders
• Integration of documentation with workflows and training

	2
	

	F.3.160. Explain browser, network, and security compatibility. Include:
• Compatibility with the three most current versions of major browsers and delivery over a web browser interface (HTML over HTTP)
• Use of current Transport Layer Security (TLS) and support for encryption via HTTPS (SSL/TLS)
• Behavior when a source system is unavailable/inoperable, including user notification that displayed information is “as of” a specific time/date
• How performance, resilience, and session management are handled across varied network conditions

	4
	

	F.3.161. Describe remote and WAN access capabilities. Include:
• Online access for any site connected to the organization WAN, based on user roles and responsibilities
• Secure remote access in compliance with existing State/Federal connectivity/security policies, with role-based controls
• Support for mobile devices and field equipment uploads (smartphones, tablets, wireless lab instruments) and remote data entry with offline/online sync
• How authentication, authorization, and device compliance are enforced

	4
	

	F.3.162. Provide details on office automation features integrated into the solution. Include:
• Availability of word processing, ticklers, alerts/notifications, calendaring, electronic messaging, and system broadcasts
• Ability to limit broadcast audience based on user roles and to schedule notifications
• Integration of these tools with workflow, tasks, and reporting
• How audit trails and permissions are managed for these features

	1
	

	F.3.163. Explain file attachment and import capabilities. Include:
• Support for uploading and attaching multiple file types to records and importing from other systems (e.g., jpg, tif, gif, png, pdf, doc, xls, csv, eICR, xml)
• How files are stored, versioned, scanned, and linked to relevant records
• How attachments are displayed, previewed, and included in reports
• Security, retention, and audit controls for attachments

	3
	

	F.3.164. Describe online data entry for reaccessioning of specimens by internal and external users. Include:
• How external users are authenticated and authorized for reaccessioning tasks
• Data entry flows, validations, and required fields specific to reaccessioning
• How reaccession events are tracked with chain-of-custody and audit trails
• How incomplete entries can be saved and resumed securely

	2
	

	F.3.165. Summarize user experience expectations and assurance. Include:
• Intuitive screens, clear instructions, and robust data entry error validation
• Logical transitions between screens and appropriate levels of detail during navigation
• Alerts that inform users of relevant next steps and clearly communicate urgency and relevance
• Metrics or methods used to measure and improve usability over time (e.g., click counts, task completion rates, accessibility audits)

	2
	

	F.3.166. Describe how your system enforces access control and preserves integrity for audit records. Include:
• How read access to audit records is restricted to explicitly authorized users (role- and permission-based controls)
• How audit records are protected from unauthorized deletion and how retention policies are enforced
• How the system prevents modifications to audit records (immutability, write-once storage, tamper-evident mechanisms)
• How audit data is secured at rest and in transit, and how backups/restore procedures preserve integrity

	4
	

	F.3.167. Explain error and exception logging, reporting, and access management. Include:
• What errors/exceptions are logged (e.g., authentication failures, data validation errors, integration timeouts) and the metadata captured (timestamp, user, source, correlation ID)
• How errors are monitored and reported (dashboards, alerts, scheduled reports) and how severity levels are managed
• How access to logs is controlled, audited, and segmented by role
• How logs can be queried, filtered, exported, and retained per policy
	3
	

	F.3.168. Detail the consolidated audit trail capabilities for consent and data access. Include:
• How consent audit trails and data access audit trails are integrated into a single, searchable system
• How the system supports consent rule enforcement and investigations, including lineage and context of access decisions
• How audit trails reflect deprecated rules/policies with effective dates, versions, and historical applicability
• How users can search, filter, and report on consent-related events, with export options and retention controls

	3
	

	F.3.169. Provide how consent audit events are generated and protected. Include:
• How consent audit events are captured with the same or stronger protections as other data access audit records
• How events are timestamped, attributed (user/device/service), and made tamper-evident
• How encryption, integrity checks, and controlled access are applied to consent audit data
• How consent audit events are included in compliance reporting

	3
	

	F.3.170. Explain the system’s data expungement capabilities aligned with business rules and State/Federal regulations. Include:
• How expungement rules are configured (triggers, scope, eligibility) and governed
• How legal holds and regulatory exceptions are honored to prevent expungement when prohibited
• How expungement is executed (validation, approvals, workflows) while maintaining required meta-records (e.g., minimal audit evidence of the expungement action)
• How notifications, audit trails of expungement actions, and verification of completion are managed

	3
	

	TOTAL Points for Usability
	59
	

	Performance and Availability
	

	F.3.171. Please describe how your solution supports session replication and seamless failover from the primary system using high-availability architectural options, including native cloud deployment best practices. Include:
• How session state is replicated across nodes, zones, or regions
• How failover is handled to ensure uninterrupted user experience
• Ability to leverage cloud-native features such as availability zones, managed load balancers, and auto-scaling
• How data consistency and integrity are maintained during failover and failback
• Methods used to validate high-availability and failover performance (e.g., testing, monitoring, chaos engineering)

	3
	

	F.3.172. Please describe how your solution minimizes System Administration staffing requirements and workload as system usage expands. Include:
• How administrative tasks scale with increased usage
• Tools or automation provided to reduce manual intervention
• Ability to delegate or streamline routine administrative functions

	2
	

	F.3.173. Please describe how your solution ensures unlimited scalability without component or overall solution limits. Include:
• How the architecture supports horizontal and vertical scaling
• Methods used to prevent bottlenecks or single points of failure
• Ability to scale without service interruption

	2
	

	F.3.174. Please describe how your solution leverages virtualization and native cloud capabilities to expedite disaster recovery. Include:
• How virtualization is used for rapid restoration
• How cloud-native features (e.g., snapshots, auto-scaling) are incorporated
• How on-premise components can be deployed using State of Illinois practices, including workstation push software or downloadable plug-ins

	3
	

	F.3.175. Please describe how your solution provides robust and reliable data backup capabilities. Include:
• Daily backup process for system and data (disk-based or tape media)
• Daily backup reporting for successful and failed backups
• Retention of 60 days of data backups
• Weekly archival and secure offsite transport of backups
• Ability to recover data with minimal impact on system performance

	4
	

	F.3.176. Please describe how your solution provides tools for managing an environment that supports both high availability and disaster recovery. Include:
• Monitoring and alerting capabilities for HA and DR
• Automated failover and recovery processes
• Administrative dashboards or control panels for HA/DR management

	3
	

	F.3.177. Please describe how your solution ensures data integrity across all technology components. Include:
• Transactional processing capabilities
• Database back-out and restore options
• Point-in-time restore using transaction logs

	4
	

	F.3.178. Please describe how your solution scales up or down without impacting availability or performance. Include:
• How capacity can be increased on demand
• How performance is maintained during scaling operations
• Any limitations or thresholds for scaling

	2
	

	F.3.179. Please describe how your solution integrates with State authentication systems. Include:
• Integration with Active Directory and/or Okta
• Support for single sign-on and multi-factor authentication
• How user roles and permissions are synchronized

	4
	

	TOTAL Points for Performance and Availability
	27
	

	System Technology

	F.3.180. Please describe how your organization will manage acquisition, delivery, installation, and configuration of development and production hardware, software, and cloud services. Include:
• How infrastructure provisioning will be documented and shared with IL DoIT and IDOA
• How delivery and installation timelines will be managed
 
	2
	

	F.3.181. Please describe how your hosting services will maintain hardware, software, network connections, backups, patches, and hardware refreshes. Include:
• How IL DoIT and IDOA will view patch levels, scan for vulnerabilities, and receive system health reports
• How maintenance schedules and reporting will be handled

	3
	

	F.3.182. Please describe how your organization will manage all software installations and upgrades, including out-of-the-box products and hosted environment components. Include:
• How upgrades will be tested and communicated through a DoIT-approved change management process
• How downtime will be minimized

	3
	

	F.3.183. Please describe how your solution ensures redundancy and clustering of all server components. Include:
• How redundant SAN connectivity and data replication will be implemented
• How off-site redundancy options will be provided

	3
	

	F.3.184. Please describe how your organization will provide adequate bandwidth to maintain application performance, availability, and reliability. Include:
• How bandwidth requirements will be monitored and adjusted

	2
	

	F.3.185. Please describe how your organization will apply US DOD hardening guidelines and maintain manufacturer support for all components. Include:
• How compliance will be verified
• How end-of-life components will be managed

	3
	

	F.3.186. Please describe how your organization will apply critical patches within 30 working days of release. Include:
• How patches will be tested in staging and UAT environments
• How changes will follow a DoIT-approved change management process

	4
	

	F.3.187. Please describe how your organization will provide and maintain documentation throughout the contract lifecycle. Include:
• Architectural diagrams and infrastructure lists
• Copies of COTS license keys for management transfer
• Transition plan maintenance

	2
	

	F.3.188. Please describe how your organization will maintain active OEM maintenance contracts aligned to availability commitments. Include:
• How contracts will be tracked and renewed

	2
	

	F.3.189. Please describe how your organization will provide all hardware, software, network communications, and licenses necessary to meet RFP requirements at no additional cost. Include:
• How licensing requirements will be managed

	1
	

	F.3.190. Please describe how your organization will provide private cloud hosting, including SaaS for hosting applications, development tools, cloud infrastructure, security services, and business analytics. Include:
• How private cloud architecture will be implemented
• How SaaS components will be integrated

	2
	

	F.3.191. Please describe how your organization will provide infrastructure maintenance services. Include:
• Installation, patch management, malware protection
• System monitoring, notification services
• Database maintenance, backup, and retention policies

	3
	

	F.3.192. Please describe how your hosted, cloud-based solution will provide a fully implemented test environment separate from production. Include:
• How test environment data will be isolated from production

	3
	

	F.3.193. Please describe how your solution interoperates with integration technologies that transform among protocols, connect to databases, and bridge pre-SOA APIs to an SOA backplane. Include:
• Supported protocols, adapters, and database connectors
• Methods for linking legacy/pre-SOA APIs to SOA/microservices
• How reliability, performance, and error handling are ensured across integrations

	3
	

	F.3.194. Please outline how your solution works with a centralized Web services security policy manager. Include:
• Support for centrally defined policies (access, logging, load balancing)
• How policies are enforced, audited, and versioned across services
• Integration approach with identity, access, and API gateways

	3
	

	F.3.195. Please demonstrate the tools your solution provides to support ETL into data warehouses or analytical environments. Include:
• Connectors, transformation capabilities, scheduling/orchestration
• Support for incremental loads, change data capture, and data validation
• Monitoring, lineage, and rollback/retry mechanisms

	2
	

	F.3.196. Please describe how your solution receives test orders via API or other mechanisms (e.g., scannable submission forms) to reduce manual data entry. Include:
• Available APIs, schemas, and authentication models
• Support for barcode/QR-based or OCR/scannable forms
• Error handling, deduplication, and user confirmation workflows

	3
	

	F.3.197. Please outline your solution’s ability to create, accept, and parse common data files. Include:
• Support for XML and ASCII, comma-delimited (CSV), tab-delimited (TSV), and fixed-width files
• Schema management, validation, and transformation rules
• Handling of large files, streaming, and malformed records

	3
	

	TOTAL Points for System Technology
	47
	

	Scalability

	F.3.198. Please describe how your solution is designed for ease of maintenance and future functional enhancements using modern SOA principles. Include:
• Use of modularity, interface abstraction, and loose coupling
• How enhancements can be implemented without major redesign

	3
	

	F.3.199. Please describe how your solution handles current and future specimen volumes. Include:
• Ability to process at least 20 specimens per day
• How performance is maintained as volume increases

	2
	

	F.3.200. Please describe how your solution remains flexible to adapt to changing technology and regulatory requirements. Include:
• How modularity and loose coupling are applied
• How new features or compliance updates are implemented

	3
	

	F.3.201. Please describe how your solution scales and adapts to future growth while maintaining performance. Include:
• Ability to expand on demand for additional users, functions, and data
• How performance is preserved during scaling

	3
	

	F.3.202. Please describe how your solution provides highly configurable screens. Include:
• Ability to reposition and rename field labels/data fields
• Ability to remove or disable unused fields
• Ability to add custom-defined fields

	3
	

	F.3.203. Please describe how your solution supports creation and modification of edits and business rules for data integrity. Include:
• How rules are configured and applied
• How changes are tested and deployed

	4
	

	F.3.204. Please describe how your solution manages inactive sessions to protect against unauthorized viewing after inactivity. Include:
• Configurable inactivity timeouts that terminate or lock sessions until re-authenticated
• Prevention of duplicate logins and multiple concurrent sessions for a single user ID
• Remote logout capabilities and location-specific session timeouts

	4
	

	F.3.205. Please describe how your solution supports data growth. Include:
• How storage scaling is managed without downtime

	2
	

	F.3.206. Please outline how your solution enforces authentication controls and account protections. Include:
• Configurable limits on consecutive invalid access attempts and automated protections (e.g., account/node lock, timed lockout, configurable delay algorithms)
• Integration with Okta for password changes, online self-service resets, and mandatory security questions for identity validation
• Ability to create temporary and emergency accounts with automatic termination after a user-defined period

	4
	

	F.3.207. Please describe how your solution implements role-based and context-aware access controls in alignment with standards. Include:
• Support for RBAC (ANSI INCITS 359-2004) with grouping by roles, departments, or other structures
• Context-based controls (time-of-day, workstation location, emergency mode)
• Enforcement of least privilege for users, groups, and system processes

	4
	

	F.3.208. Please detail how your solution governs confidential and sensitive information access. Include:
• Classification and protection of PII/PHI and other confidential data, limiting sharing among departments without required authorization
• Ability to restrict access to specific data elements (e.g., SSN) by user or group
• Controls to restrict access to summarized information per organizational policy, scope of practice, and jurisdictional law

	4
	

	F.3.209. Please describe your “break the glass” capabilities for emergency access as defined by State of Illinois policy. Include:
• Authorized emergency override workflows and controls
• Notifications to specified users when emergency access occurs
• Comprehensive audit trail capturing the who, what, when, and why of the access

	4
	

	F.3.210. Please describe your solutions identity and access lifecycle management. Include:
• Administrative capabilities to assign, modify, or revoke privileges and restrictions for users/groups
• Ability to remove a user’s privileges without deleting the account to preserve identity and activity history

	4
	

	F.3.211. Please detail your monitoring, detection, and reporting of security events and inappropriate access. Include:
• Real-time event monitoring and attack detection for the information system
• User-defined criteria to identify and report inappropriate access
• Logging, alerting, and investigation workflows, including reconciliation and corrective actions

	4
	

	F.3.212. Please outline your capabilities for system administration functions. Include:
• Reference table maintenance
• Adding and removing users
• Configuration management processes that preserve security and auditability

	4
	

	F.3.213. Please describe your identity and access management capabilities across cloud and on-premises environments. Include:
• Web-based management dashboard and command line interface (CLI) for user administration, plus single-console management of cloud services and their on-premises counterparts
• Identity federation, multifactor authentication (MFA), OAuth 2.0 support, and granular authorization with policy and entitlement management
• Role- and attribute-based authorization models, privacy policy alignment, and hybrid deployment support
• User management API and directory features for lifecycle governance

	4
	

	F.3.214. Please outline your integration and API ecosystem for data, operations, and eventing. Include:
• Data access APIs (with BI tooling connectivity), business function APIs, operational APIs, bulk import/export API, and an API developer portal
• Platform-initiated events and notifications, support for common messaging protocols, and native application connectors for on-premises/iPaaS and desktop applications
• Embedded integration platform and partnerships with integration brokerage providers
• Security, versioning, throttling, and monitoring practices for APIs

	3
	

	F.3.215. Please demonstrate how your solution enables extensibility, workflow, and developer productivity. Include:
• Built-in process orchestration and workflow, low-code development environment, and marketplace for extensions/preconfigured integrations
• Extensibility via programmability, SDKs (including CLI and wrappers), and an extensible UI/UX suitable for mashups and UI integrations
• Customization guardrails, upgrade-safe extension patterns, and documentation standards
• Examples of customer-implemented extensions and their operational support model

	2
	

	F.3.216. Please describe your operations, monitoring, resilience, and scalability practices. Include:
• Web-based management console to manage users and data; usage and data tracking tools; change management logging with at least six months of history
• Real-time thresholds and alerts (customer-defined), performance monitoring service with customer-defined metrics, and rapid SaaS scaling capability
• Resilient service interfaces and management console across data centers to withstand local infrastructure failures
• Capacity planning, availability targets, incident response, and rollback procedures

	3
	

	F.3.217. Please describe your data lifecycle, archiving, and backup capabilities. Include:
• Ability to move historical/expired/unnecessary data to offline storage based on DoIT-defined business rules and schedules
• Archival processes to prevent storage bloat, including auto-archive/purge of logs with administrator-set parameters
• Automation to archive/expunge samples and sample data per Federal/State rules (inactive records, closed cases, other authorized data) and the ability to recover archived data based on access level
• Appropriate data backup leveraging cloud infrastructure for physical disaster scenarios, and support for restoring user ID/password data and identifying expired IDs

	4
	

	F.3.218. Please demonstrate your centralized operations, event management, and SLA governance. Include:
• Central administration of changes/updates to distributed components with immediate availability across source systems and sites
• Event management and monitoring aligned with ITIL v3 or equivalent PH Enterprise standards; SLA monitoring/reporting with SLAs documented in a single attachment
• Transaction tracking and log consolidation across all tiers; end-to-end instrumentation to measure transaction response times across modules and report against SLAs
• A performance management toolset (proposed, implemented, and accessible) to proactively monitor the cloud solution

	4
	

	F.3.219. Please detail your performance monitoring, alerting, error detection, and workflow scheduling capabilities. Include:
• APM capabilities (transaction monitoring, synthetic transactions, component root-cause analysis such as application server, database, network), with customer-defined thresholds/metrics and real-time alerts (e.g., email/SMS)
• Detection of major errors (loss of network connectivity, database offline, out-of-memory) and degraded performance (servlet, database, backend resource response times); safeguards to keep configuration variables at predetermined settings
• Holistic views across application and network services with drill-down, real-time and snapshot visibility, bottleneck identification, and reporting for troubleshooting and capacity planning
• User-defined, extensible schedules for runtime and batch processes; logging of all system transactions with easy retrieval/sorting; and an intuitive admin UI with custom dashboards and role support (Operators, Administrators, Managers)

	3
	

	TOTAL Points for Scalability
	75
	

	Knowledge Transfer, Exit Planning and Training

	F.3.220. Please describe your solution’s training and knowledge transfer capabilities. Include:
• End-user training for Department of Agriculture staff, including IT and lab staff with administrative or “super user” rights
• Knowledge transfer processes to ensure DoIT and successor vendors can assume service delivery and maintenance
• Availability of user-friendly help within the application and error messages that guide corrective actions

	3
	

	F.3.221. Please describe your documentation and reference resources. Include:
• Complete, accurate, and up-to-date documentation covering all features and functions of the current release
• Documentation for user training, administrator training, and technical reference, available electronically
• Ability to dispose of data by program/lab per published retention schedules

	3
	

	F.3.222. Please describe your support services and availability. Include:
• Live support services provided from within the United States, including hours of availability and weekend/holiday coverage
• Preferred coverage Monday through Friday, 8:00 a.m. to 4:00 a.m. CST, excluding holidays
• Help desk escalation processes and response time commitments. The states minimum acceptable  commitments can be found Attachment C

	3
	

	F.3.223. Please describe your Exit Transition and contract closeout approach. Include:
• A detailed Exit Transition Plan ensuring complete and orderly transfer of service delivery, tools, data, solution, and project artifacts to DoIT or a successor vendor
• Schedule, milestones, resource requirements, and creation of an Exit Plan repository for all related documents and materials
• Implementation of the approved Exit Transition Plan with uninterrupted service, technical assistance for data transfer, and delivery of up-to-date solution documentation, staffing plans, and training plans
• Final Acceptance Document certifying successful knowledge transfer and completion of all project closeout activities.
	2
	

	TOTAL Points for Knowledge Transfer, Exit Planning and Training
	11
	




F.4. COMMITMENT TO DIVERSITY

Commitment to Diversity Vendor Guidance including Vendor Submission Forms are located on the Chief Procurement Officer for General Service’s website at
https://cpo-general.illinois.gov/commitment-to-diversity/c2d-guidance.html and on the BidBuy posting under “File Attachments:”

F.5. DEMONSTRATIONS

Offerors that make it to demonstrations will receive an email with additional instructions including the date and time of the demonstration. The demonstration date will be at least two (2) weeks after the Offeror receives the email. The Offeror must confirm receipt of the email within 24 hours. Offeror should include multiple contacts with their proposal to ensure they can meet this need. 
	DEMONSTRATIONS
	Point Value

	F.5.1 [bookmark: _Hlk120696022]Demonstrate how a new sample is registered in the system, including barcode generation and how the chain of custody is tracked from intake through analysis.


	
20

	F.5.2 Demonstrate how the system records the seal integrity check during sample intake and what happens if the seal is not intact.
	20

	F.5.3 Demonstrate how the LIMS ensures samples are stored under the correct conditions (e.g., fridge, freezer, flammable cabinet) and how preservation status is monitored.
	20

	F.5.4 Demonstrate how the system routes different sample types automatically, such as residue, formulation, and groundwater, through their respective workflows.
	20

	F.5.5 Demonstrate how QC checks are applied during analysis and how the system flags samples that fail QC for administrator review.
	20

	F.5.6 Demonstrate how instrument data is backed up and integrated into the sample record, including pulling results from multiple instruments into one report.
	20

	F.5.7 Demonstrate how the system creates a test schedule and tracks reagent, solvent, and standard inventory for ongoing analyses.
	20

	F.5.8 Demonstrate the process for generating a final report, including how reviews and approvals are handled before release.
	20

	F.5.9 Demonstrate how the system manages sample disposal and documents compliance with state and federal regulations.
	20

	F.5.10 Demonstrate the audit trail for a sample from registration to disposal and show how notifications are sent to administrators at key steps.
	20




F.6. PRICING
F.6.1. FORMAT OF PRICING:
F.6.1.1. Offeror shall submit pricing in the Quote Items Tab on BidBuy, based on the terms and conditions set forth in this Request for Proposal Solicitation Document.  Offeror’s price offer shall serve as the basis for the compensation terms of the resulting contract.  Failure to submit pricing in the Items Tab on BidBuy may render Offeror’s entire Offer non-responsive and ineligible for award. Note: any pricing entered in the Unit Cost of the Items Tab will be locked until after Technical and Commitment to Diversity Evaluations are complete.  Do not enter cost, pricing, or any discount information in the Alternate Description field. Entering cost, pricing or discount information in the Alternate Description may result in disqualification. 

F.6.1.2. [bookmark: _Hlk138158898]If the Offeror uploads pricing documents to the Attachments tab and they must check the box "Does the attachment contain any pricing, cost or discount information?" Failure to check this box allows your pricing to be viewed when bids are opened and may result in disqualification of your offer. Do NOT check this box for any other required quote attachment such as the Technical Proposal, Vendor Disclosure / IPG Active Registered Vendor Disclosure, or Utilization Plan(s), or Offer.

Do not put pricing in other required documents. 

F.6.2. TYPE OF PRICING: The Illinois Office of the Comptroller requires the State to indicate whether the contract pricing is firm or estimated at the time it is submitted for obligation.  Pricing pursuant to this contract is estimated.

F.6.3. EXPENSES ALLOWED: Expenses are not allowed.

F.6.4. TAXES: Pricing shall not include any taxes unless accompanied by proof the State is subject to the tax.  If necessary, Offeror may request the applicable agency’s Illinois tax exemption number and federal tax exemption information.

F.6.5. Invoice Requirements. The Vendor shall invoice the State only for goods delivered and accepted by the State or services satisfactorily provided at the amounts stipulated in Section F.6.6., below. Vendor shall submit invoices and necessary supporting documentation, no more frequently than once a month, and no later than thirty (30) days after goods or services have been provided and accepted.


F.6.6. Payment Schedule 

	Milestone
	Deliverables
	Payment %
	Amount

	Project Initiation 

	Contract signing, initial project plan submission, and setup of project management tools. The initial project plan and setup of project tools are subject to State's review and approval. The Vendor shall incorporate any feedback and make necessary adjustments until approval is obtained. 

	5
	Amount will be populated by the State upon award of contract 


	System Design and Development 

	

Completion of system design, development, and internal testing. Submission of design documents and test reports. Design documents must be submitted to the State for review and approval. Payment for this milestone will be made only after the State's written approval of these documents. 

	25
	Amount will be populated by the State upon award of contract 


	Data Migration and Initial Training 

	Successful migration of legacy data, initial staff training session conducted 

	20
	Amount will be populated by the State upon award of contract 


	


System Deployment and Acceptance Testing 

	Deployment of the claims management system, completion of acceptance testing by State, and correction of any identified issues 

	25
	Amount will be populated by the State upon award of contract 


	Go-Live Support and Final Training 

	Support during the system go-live phase, final staff training, and handover of all documentation 

	15
	Amount will be populated by the State upon award of contract 


	Post-Implementation Review 

	Completion of a post-implementation review meeting, final performance and security assessments, addressing any pending issues. The Contractor must resolve any pending issues to the State's satisfaction. 'Resolve' means the Contractor has taken definitive actions approved by the State to address and rectify identified problems or deficiencies. 

	10

	Amount will be populated by the State upon award of contract 





F.6.7. OFFEROR’S PRICING OFFER: Enter pricing in the line items of BidBuy. 
F.6.7.1. Renewal Compensation: If the contract is renewed, the price shall be at the same rate as for the initial term unless a different compensation or formula for determining the renewal compensation is stated in this section.

F.6.7.1.1. Agency Formula for Determining Renewal Compensation: Licensing will be as priced in BidBuy. Ad hoc professional service rates shall follow section F.6.8 Economic Adjustment Clause.

F.6.7.1.2. Renewal compensation will be entered by the State prior to execution of the contract.  


F.6.8. [bookmark: _Hlk222493862]Economic Adjustment Clause

F.6.8.1. The prices in this Contract for ad-hoc hourly rates must remain firm for the first year after the execution date of the Contract.  Thereafter, one upward price adjustment may be applied no more frequently than once during any given one-year period. Such adjustment shall be based on the Consumer Price Index for All Urban Consumers (CPI-U) as posted by the U.S. Bureau of Labor Statistics. Pricing for everything else shall be as priced out in the BidBuy line items for all years.

The below equation shall be used to calculate the allowable price increase:

F.6.8.2. A= B * (1 + ((C-D)/D))



A-   New Price
B-   Base Price at Bid
C-   Published CPI at the time of requested adjustment
D-   CPI value at Bid Opening date

F.6.8.3. All adjustment requests shall be made in writing.  Vendor shall not be entitled to apply an upward price adjustment without first obtaining approval of such request from the Department of Innovation and Technology Information Technology Procurement Office (ITPO).

F.6.8.4. In the event a downward adjustment is warranted, the State reserves the right to adjust once during any given twelve (12) month period for this decrease.  It will be the responsibility of the vendor to notify ITPO of any such decrease.

F.6.8.5.  No further adjustments will be made once the maximum allowable adjustment has been calculated for the given one year period.

F.6.8.6. An economic adjustment which is not based on the CPI may be requested by the Vendor or the State to the price of all Contract Line Items.  The State may, in its sole discretion, accept an equitable adjustment in the Contract terms or pricing if pricing or availability of supply is affected by extreme and unforeseen volatility in the marketplace, that is, by circumstances that satisfy all the following criteria: (1) the volatility is due to causes wholly beyond the Vendor’s control, (2) the volatility affects the marketplace or industry, not just the particular Contract source of supply, (3) the effect on pricing or availability of supply is substantial, (4) the volatility so affects the Vendor that continued performance of the Contract would result in a substantial loss and (5) No price adjustment will be approved to compensate a vendor for inefficiency or for errors or omissions in judgment or for additional profit or overhead of any kind.

F.6.8.7. Requested adjustments shall include the contract number, item number, line number, bid price and requested price adjustment.


F.6.8.8. In all cases, the vendor must file a claim in writing for such adjustment prior to the services being performed or delivery of items.  In any event, the claim for such adjustment will not apply to release orders provided prior to the date the ITPO approved the economic adjustment request.

F.6.8.9. If the Vendor has unresolved complaints filed against it for non-delivery of or poor-quality service, its request may be denied until such time as all past complaints are resolved to the satisfaction of the State.



Section G. ATTACHMENTS AND EXHIBITS
Attachment A- DoIT Cloud Hosting Appendix
Attachment B- Experience Template
Attachment C- Minimum Service Level Agreement
Attachment D- State of Illinois Standard Security Terms












In compliance with the State and Federal Constitutions, the Illinois Human Rights Act, the U.S. Civil Rights Act, and Section 504 of the Federal Rehabilitation Act, the State of Illinois does not discriminate in employment, contracts, or any other activity.
The State of Illinois encourages prospective vendors to consider hiring qualified veterans and Illinois residents discharged from any Illinois adult correctional center, in appropriate circumstances.
State of Illinois RFP
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