	
	
	



Department of Innovation and Technology
Request for Proposal
[bookmark: _Hlk225847517] JPMC MAINFRAME APPLICATION AND PAYROLL MAINTENANCE AND OPERATIONS (M&O) SERVICES
26-448DOIT-INFOT-B-51660
Section A. [bookmark: _Toc154570387][bookmark: _Toc172710689][bookmark: _Toc174980465]SCOPE OF WORK
A.1. OVERVIEW AND PURPOSE

This solicitation is issued by the Department of Innovation & Technology (DoIT), in cooperation and agreement with the Chief Procurement Officer (CPO) for General Services. The purpose of this solicitation is to establish a contract to enable DoIT, governmental units, and qualified not-for-profit agencies to obtain mainframe application development, enhancement, and maintenance services, with a particular focus on supporting and improving mainframe-based payroll systems. The awarded vendor will be expected to provide technical expertise, modernization strategies, and ongoing support for these critical applications. By submitting a proposal, the Offeror agrees to extend all terms and conditions, specifications, and pricing or discounts specified in the resulting contract to all eligible governmental units and qualified not-for-profit agencies.
The factors outlined in this RFP are provided for evaluation purposes only and are reflective of the current environment of DoIT. However, the resulting contract will be established as a Joint Purchase Master Contract (JPMC) and shall be available to all governmental units and qualified not-for-profits. Participating entities will be responsible for supplying the contracted vendor with the details of their respective environments in order to obtain an accurate Statement of Work (SOW).
The supplies or services subject to the resulting contract shall be distributed or rendered directly to each governmental unit or qualified not-for-profit agency.  Vendor shall bill each governmental unit or qualified not-for-profit agency separately for its actual share of the costs of the supplies or services purchased.  The credit or liability of each governmental unit or qualified not-for-profit agency shall remain separate and distinct.  Disputes between vendors and governmental units or qualified not-for-profit agencies shall be resolved between the affected parties.
“Governmental unit” means State of Illinois, any State agency as defined in Section1-15.100 of the Illinois Procurement Code, officers of the State of Illinois, any public authority which has the power to tax or any other public entity created by statute.  “Qualified not-for-profit agency” means any not-for-profit agency that qualifies under Section 45-35 of the Illinois Procurement Code and that either (1) acts pursuant to a board established by or controlled by a unit of local government or (2) receives grant funds from the State or from a unit of local government.
A.2. DESIRED OUTCOMES OF THIS PROJECT/ENGAGEMENT
DoIT seeks a qualified vendor to provide ongoing software development, enhancement, and maintenance services for its mainframe-based applications and systems. The desired outcomes of this engagement is to ensure the continued reliability, performance, and modernization of DoIT’s mainframe environment, which supports critical business functions across multiple state agencies.
The below expresses the services and vendor roles/skills DoIT is seeking from this procurement.
Mainframe Application Services
The current system includes legacy applications and custom-developed components that require sustained support to address technical debt, maintain availability and recoverability, and meet evolving business and regulatory requirements. The awarded vendor will be expected to work collaboratively with DoIT to maintain existing applications, implement enhancements, and support modernization efforts where DoIT deems appropriate.
Desired outcomes of this engagement include:
· Stabilizing and maintaining existing mainframe applications, ensuring consistent performance and availability.
· Developing new features and enhancements to meet changing business needs and improve user experience.
· Modernizing legacy codebases and interfaces to improve maintainability, security, and integration with newer technologies.
· Supporting secure development practices, including adherence to State and Federal data protection standards.
· Providing technical expertise and documentation to support long-term sustainability and knowledge transfer.

A.2.1. Application M&O Services
The following outlines the desired M&O services that the Illinois Department of Innovation & Technology (DoIT) expects from the awarded vendor. These services are intended to support agency-specific applications and systems through discovery, enhancement, ongoing support, and cross-functional collaboration. The vendor will be expected to work closely with DoIT staff and agency stakeholders to ensure system continuity, compliance, and performance optimization across legacy and modernized environments.

Discovery and Assessment Planning:
· When engaged on agency-specific applications, the vendor should conduct discovery and, if needed, an assessment of the scoped systems, technologies, processes, and documentation.
· For any resulting projects, the vendor should deliver a detailed project plan outlining timelines, resources, key milestones, and identified deliverables.
Application Enhancements:
· Vendor will have the ability to lead and/or assist DoIT when applicable: 
a. designing enhancements to mainframe applications,
b. developing enhancements to mainframe applications,
c. deploying enhancements to mainframe applications,
d. updating system documentation,
e. updating user manuals.
· When updates and/or modifications to applications have been completed, the Vendor should support and/or lead validation testing, and provide results.
General System Support and Collaboration:
· Provide ongoing maintenance and support for mainframe applications to ensure continuous operation and performance optimization in collaboration with existing DoIT staff.
· Facilitate the integration of various systems to enhance data flow and operational efficiency in collaboration with existing DoIT staff.
· Vendor will:
a. maintain legacy applications in conjunction with modernized systems,
b. lead and/or assist DoIT on incident management activities,
c. lead and/or assist DoIT on problem management activities,
d. lead and/or assist DoIT on change management activities,
e. lead and/or assist compliance and audit management activities.
Cross-Functional Collaboration and Support:
· In collaboration with DoIT, the Vendor will:
a. establish clear communication channels and schedule regular meetings to ensure seamless interaction and alignment between vendor staff, internal DoIT teams, and agency stakeholders,
b. clearly define roles and responsibilities to avoid overlaps,
c. implement a structured feedback mechanism to gather insights and drive continuous improvement,
d. facilitate the integration of vendor staff with existing DoIT teams and agency stakeholders,
e. encourage cross-functional collaboration across different departments to leverage diverse expertise and provide comprehensive support,
f. support reporting capabilities to ensure adherence to federal and state regulations,
g. develop detailed reports to support annual forecasting and budgeting,
h. develop system documentation to support troubleshooting issues swiftly and effectively,
i. continue cross-functional collaboration across agency departments to ensure system continuity,
j. provide training, when needed, in partnership with DoIT staff on tools, technologies, applications, and processes,
k. configure security settings in partnership with DoIT security teams to ensure compliance and protect sensitive data and meet regulatory requirements,
l. deliver training materials and knowledge transfer documentation.
A.2.2. Application Services Vendor Roles and/or Skills
To ensure the continued support, enhancement, and modernization of the State’s mainframe application portfolio, the awarded Vendor must provide professionals with demonstrated expertise in legacy and modern mainframe technologies. These roles will be critical in maintaining operational continuity and driving innovation across the State’s IT landscape.
Mainframe Application Development Skills:
· Expertise in common mainframe technologies including but not limited to (e.g., Assembler, COBOL, EasyTrieve, CICS, CISC Map, JCL, CA Scheduler, DB2, IMS, Rocket Software Mobius, CA-TELON) for application development and maintenance.

Integration Engineering Skills:
· Skills in system integration and testing, ensuring seamless operation across mainframe and non-mainframe platforms.

Mainframe Security Skills:
· Proficiency in mainframe security including but not limited to (e.g., RACF, data security, and network protocols) to safeguard sensitive data and ensure compliance.

Project/Program Management Skills:
· Experience in managing complex IT projects, coordinating between departments, and ensuring timely delivery of milestones.
Mainframe Payroll Services and Operational Support
DoIT is also seeking to enhance its mainframe payroll maintenance and operational capabilities. The successful Offeror will demonstrate proficiency in a range of mainframe technologies as detailed in section A.2.2. This Offeror will offer skilled resources adept at navigating the complexities of mainframe systems while having the skills and experience of supporting an enterprise payroll processing environment.
While technical expertise in mainframe technologies is critical, a comprehensive understanding of the State's specific payroll business processes and institutional knowledge is equally important for effective service delivery. The Offeror responsible for Payroll services should describe their approach to gaining and maintaining this understanding, beyond pure technology skills. This should include how they will work with DoIT and agency stakeholders to learn and support the diverse needs of Illinois' workforce and the seamless execution of payroll operations across all departments. The proposal should highlight the Offeror's experience in supporting enterprise payroll systems and how they will ensure their resources develop a strong working knowledge of the unique operational and reconciliation components of the various mainframe payroll systems used by the State.
The Offeror should describe in detail their proposed approach to onboarding vendor staff to ensure seamless integration with existing DoIT teams and agency stakeholders. This should include methodologies for understanding the State's specific mainframe payroll systems, technologies, processes, and documentation, as well as strategies for bridging agency-specific and institutional knowledge. The long-term success of this engagement requires effective knowledge transfer between the vendor, DoIT, and agency staff to maintain continuity of critical business processes and workflows. The proposal should also detail the Offeror's plan for ongoing knowledge transfer throughout the duration of the contract to mitigate risks associated with staff turnover and ensure the State's continued operational capabilities.
DoIT has, in some instances, developed payroll functional enhancements on non-mainframe platforms. The Offeror should describe their experience and approach to supporting and integrating with such enhancements. This description should include their methodologies for documentation, oversight, and ensuring seamless data flow and operational efficiency between these non-mainframe enhancements and the core mainframe payroll systems. The Offeror should also detail their plan for addressing potential complexities that may arise during system migration or ongoing maintenance due to these enhancements.
DoIT is also interested in exploring opportunities to expand current mainframe payroll capabilities and may seek guidance on leveraging integration technologies to extend beyond the mainframe platform while maintaining integration. The Offeror should describe their experience and approach to working collaboratively with state and local governments on governance, as well as providing strategic and tactical guidance for potential future enhancements to the mainframe payroll systems. This should include their ability to assess the feasibility and implications of modifications to mainframe payroll, and, when applicable, to other platforms, considering DoIT’s strategic initiatives.
A.2.3. Payroll M&O Services
To support the State’s payroll systems effectively, the awarded Vendor will provide comprehensive services across discovery, enhancement, and ongoing maintenance activities. These services will be delivered in close collaboration with DoIT and agency stakeholders to ensure operational continuity, compliance, and modernization.
Discovery and Assessment Planning:
· When engaged on agency’s payroll system, the vendor should conduct a discovery and if needed an assessment of the scoped payroll systems, technologies, processes, and documentation.
· For any resulting projects, the vendor should deliver a detailed project plan outlining timelines, resources, key milestones, and identified deliverables.
Payroll Enhancements:
· Vendor will have the ability to lead and/or assist DoIT when applicable: 
a. designing,
b. developing,
c. deploying,
d. update documentation,
e. update user manuals.
· When updates and/or modifications to the payroll systems have been completed, the Vendor should support and/or lead validation testing, and provide results.
General System M&O Support and Collaboration:
· Provide ongoing maintenance and support for the mainframe payroll systems to ensure continuous operation and performance optimization in collaboration with existing DoIT staff.
· Facilitate the integration of various payroll and HR systems to enhance data flow and operational efficiency in collaboration with existing DoIT staff. 
· Vendor will: 
a. maintain legacy payroll systems in conjunction with modern payroll systems,
b. lead and/or assist DoIT on incident management activities in support of each payroll system,
c. lead and/or assist DoIT on problem management activities in support of each payroll system,
d. lead and/or assist DoIT on change management activities in support of each payroll system,
e. lead and/or assist payroll compliance and audit management activities.
· In collaboration with DoIT, the Vendor will:
a. establish clear communication channels and schedule regular meetings to ensure seamless interaction and alignment between vendor staff, internal DoIT teams, and agency stakeholders,
b. clearly define roles and responsibilities to avoid overlaps,
c. implement a structured feedback mechanism to gather insights and drive continuous improvement,
d. facilitate the integration of vendor staff with existing DoIT teams and agency stakeholders,
e. encourage cross-functional collaboration across different departments, such as IT, payroll, and HR, to leverage diverse expertise and provide comprehensive support,
f. support reporting capabilities to ensure adherence to federal and state regulations,
g. develop detailed payroll reports to support forecasting and budgeting,
h. develop system documentation to support troubleshooting issues swiftly and effectively,
i. continue cross-functional collaboration across different agency departments, such as payroll and HR to ensure the continued payroll M&O system continuity,
j. provide training, when needed, in partnership with DoIT staff on tools, technologies, applications, and processes, 
k. configure security settings in partnership with DoIT security teams to ensure compliance and protect sensitive payroll data and meet regulatory requirements,
l. deliver training materials and knowledge transfer documentation.
A.2.4. Payroll Services Vendor Roles and/or Skills
To effectively support the State’s payroll operations, the awarded Vendor must provide professionals with specialized expertise in payroll systems, business processes, and cross-functional collaboration. These roles are essential to ensure accurate payroll processing, compliance with regulatory requirements, and continuous improvement of payroll services.

Mainframe Payroll Application Development Skills:
· Expertise in common mainframe technologies including but not limited to (e.g., Assembler, COBOL, EasyTrieve, CICS, CISC Map, JCL, CA Scheduler DB2, IMS, Rocket Software Mobius, CA-TELON, among others described throughout the RFP) for payroll system development and maintenance.
Integration Engineering Skills:
· Skills in system integration and testing, ensuring seamless operation across mainframe and non-mainframe platforms and expertise in common Mainframe technologies including but not limited to (e.g., Assembler, COBOL, EasyTrieve, CICS, CISC Map, DB2, JCL, CA Scheduler, MS, Rocket Software Mobius, CA-TELON, among others described throughout the RFP) for payroll system development and maintenance.
Mainframe Security Skills:
· Proficiency in mainframe security (e.g., RACF, Data security, and network protocols) to safeguard sensitive payroll data and ensure compliance and expertise in common mainframe technologies including but not limited to (e.g., Assembler, COBOL, EasyTrieve, CICS, CISC Map, DB2, JCL, CA Scheduler, IMS, Rocket Software Mobius, CA-TELON, among others described throughout the RFP) for payroll system development and maintenance.
Project/Program Management Skills:
· Experience in managing complex IT projects, coordinating between departments, and ensuring timely delivery of milestones.

A.3. SCHEDULE & BUDGET

The table below outlines the estimated timeline for the key events of this procurement process. This schedule is provided to assist Offerors in adhering to due dates and in planning the availability of necessary resources. Offerors are encouraged to monitor BidBuy for any potential changes to this schedule throughout the process.
	[bookmark: _Hlk225757865]Procurement Schedule

	RFP Posting Date to BidBuy
	04/27/2026 @ 11:00 am CST 

	Pre-Submission Conference
	05/05/2026 @ 11:00 am CST

	Offeror Questions Submission Deadline
	05/19/2026 @ 4:00 pm CST

	Tentative Date for Posting of Answers to Offeror Questions 
	Approximately 2 weeks after Question due date 

	RFP Offer Submission Deadline
	06/05/2026 @ 11:00 am CST

	Evaluation Period
	Approximately 2 weeks after Bid Opening

	Anticipated Notice of Award
	Approximately 3 weeks after Bid Opening

	Anticipated Contract Start Date
	Approximately 6 weeks after Bid Opening



A.4. TERM
A.4.1. TERM OF THIS CONTRACT
The contract resulting from this procurement will have an initial term commencing upon “the last dated signature of the Parties” and ending 5 years after date of “the last dated signature of the Parties”. In no event will the total term of the contract, including the initial term, any renewal terms, and any extensions, exceed ten (10) years. Vendor shall not commence billable work in furtherance of the contract prior to final execution of the contract except when permitted pursuant to 30 ILCS 500/20-80.
A.4.2. RENEWAL: Subject to the maximum total term identified above, the State has the option to renew for the following term(s): 

· One renewal term for five (5) years; or
· Individual one (1) year renewal terms for up to five (5) years; or
· Any Combination of the full five (5) years or partial amounts up to and including the entire five (5) years.

A.4.2.1. Pricing for the renewal term(s), or the formula for determining price, is in the Pricing section F.8.1.2 of this solicitation. 

A.4.2.2. Any renewal of the resulting contract is subject to the same terms and conditions that apply to the initial term of the contract unless otherwise provided.  The State may renew the contract for any or all of the option periods specified, may exercise any of the renewal options early, and may exercise more than one option at a time based on continuing need and favorable market conditions, when in the best interest of the State.  The contract may neither renew automatically nor renew solely at the Vendor’s option.

Section B.  CURRENT CONDITIONS

B.1. OVERVIEW & BACKGROUND

Mainframe Application and Payroll Maintenance and Operations (M&O):  
The State relies on multiple separate mainframe payroll systems managed by DoIT to support its various agencies. These agencies include the Central Payroll System (CPS), Department of Human Services (DHS), Department of Children and Family Services (DCFS), Department of Healthcare and Family Services (HFS), Department of Transportation (DOT), Department of Employment Security (DES), and the Illinois State Police (ISP). These systems collectively manage standard payroll lifecycle capabilities (e.g., personnel information management, payroll processing, time and attendance management, compliance reporting, etc.) and non-standard payroll lifecycle capabilities (e.g., custom reporting, in-house developed applications, etc.) 
The mainframe payroll environments are integral to the State's operations, characterized by complex interdependencies and a wide array of applications and platforms. These include legacy systems and modern technologies such as COBOL, CA-TELON, DB2, JCL, CA Scheduler, EasyTrieve, and IMS DB/DC (Information Management System Database/Data Communications), as well as contemporary platforms like Microsoft .NET and IBM WebSphere. These systems support vital functions such as batch job scheduling, database management, and the execution of payroll processes from data entry through final reporting to the Illinois Comptroller’s Office.
As mainframe technologies age, the State has encountered challenges maintaining mainframe skills focused on payroll technology. The critical nature and complexity of these payroll systems underscore the importance of the robust support and management needed to meet the diverse needs of Illinois' workforce and ensure the seamless execution of payroll operations across all departments. The need for proactive management of technical debt remains a priority to maintain operational efficiency and compliance with federal and state regulations.

B.2. VOLUMES & QUANTITIES
DoIT has identified approximately 200 unique system integrations in the current Mainframe environment and nearly 100 distinct applications. 

B.3. AREAS OF CONCERN/CHALLENGES
· DoIT’s mainframe environments are highly complex with many interdependencies that require a high level of due diligence to ensure provided services are continuously available.
· As a result the state has been challenged historically with managing mainframe technical debt.
· As a result the state has been challenged in maintaining operational documentation (e.g., Standard Operating Procedures and infrastructure inventory baseline documentation)
· As a result the state has been challenged in maintaining skilled mainframe development resources



Section C. [bookmark: _Hlk174980679]PROPOSAL REQUIREMENTS
Only Electronic Submissions through BidBuy of Offers will be Accepted
	
C.1. REQUIRED DOCUMENTS TO COMPLETE AND SUBMIT
The Offeror shall submit the listed documents in BidBuy under the Attachments tab in the appropriate “Required Attachments” spaces.
· Vendor Disclosure or IPG Active Registered Vendor Disclosure
· Technical response
· Offer to the State of Illinois Information and Technology Commitment to Diversity
· References 
· BEP Utilization Plan 
· [bookmark: _Hlk137044202]Blank documents may be found on the Chief Procurement Officer for General Service’s website at https://cpo-general.illinois.gov/solicitation-and-contract-templates.html and on the BidBuy posting under “File Attachments:”. Business Enterprise Program/Veterans Small Business Program Utilization Plan may be downloaded from the Commission on Equity and Inclusion’s website at
· https://cei.illinois.gov/purchasing-entity-resources/compliance.html. 
· Failure to submit Vendor Disclosure or IPG Active Registered Vendor Disclosure, as applicable, and the Utilization Plan(s), as applicable, with the Offer submitted in BidBuy shall render the Offer non-responsive.  
· Offerors are required to submit their response to the State’s solicitation through BidBuy.  Any information sent to the State outside of BidBuy, for example by US Mail, FedEx, UPS, e-mail,  or hand delivery, will neither be accepted nor considered.  Offeror submissions will only be considered if they are received through BidBuy and on or before the time and date indicated as the “Bid Opening Date” on the BidBuy posting.  Any required attachments must be submitted via BidBuy.
· 


Price entries on the Items tab will be locked automatically upon submission of the quote.  Entering cost, pricing or discount information in the Alternate Description may result in disqualification. If the agency requires pricing to be submitted in an attachment, Offeror shall upload pricing under the “Required Documents” section on the Attachments tab and check the box “Does the attachment contain any pricing, cost or discount information?”.  Failure to check this box allows your pricing to be viewed when bids are opened and will result in disqualification of your offer.  NOTE: Do not check “Does the attachment contain any pricing, cost or discount information” if the attachment does NOT include pricing, cost, or discount information.

Documents shall be submitted in an electronic format that is accessible and readable using Microsoft Office suite software or Adobe Reader.	 Corrupted files shall not be considered.  It is the Offeror’s responsibility to check that files are accessible and legible after uploading. 

The Offeror is solely responsible for ensuring timely submission of their electronic solicitation response.  Failure to allow adequate time prior to the Bid Opening Date to complete and submit a response to a solicitation, particularly in the event technical support assistance from the State is required, places the Offeror and their offer or response at risk of not being accepted.
[bookmark: _Hlk138673790]The State encourages the Offeror to ensure that their BidBuy account is up-to-date.  It is recommended that you access your BidBuy account prior to the solicitation due date and time to make sure that your company’s information is up-to-date and your password is current.  Files may be uploaded at any time prior to submission.

File size may impact the uploading and downloading speed and may lead to browser time-outs, resulting in failed upload/download attempts.  Please consider this dependency when attaching very large documents.
OFFEROR INSTRUCTIONS TO SUBMIT IN BIDBUY

Create Quote: 
	General Tab
	: Save and Continue

	Items Tab
	Follow instructions in the Pricing section of the solicitation document as to whether pricing will be entered in the Unit Cost of the Items Tab or submitted as a separate Pricing Document in the Attachments Tab.  

Note: any pricing entered in the Unit Cost of the Items Tab will be locked until after Technical Evaluations take place.  Do not enter cost, pricing, or any discount information in the Alternate Description field. Entering cost, pricing or discount information in the Alternate Description may result in disqualification.  

	Terms and Conditions Tab
	: Select “Yes”, “No”, or “Yes with Exceptions”
Note: If taking any exceptions to Standard Terms and Conditions an offeror must submit a redline version of the Standard Terms and Conditions with their proposal. 

	Attachments Tab
	For each required quote attachment listed:
: “Upload” (next to each required attachment)
: “Choose File”
Note: If a pricing document is required, mark the box next to the question, “Does this attachment contain any pricing, cost, or discount information?”
Failure to mark this box when attaching a pricing document will result in disqualification. 

Check this box ONLY if a separate pricing document is required. 

Do NOT check this box for any other required quote attachment such as the Technical Proposal, Vendor Disclosure / IPG Active Registered Vendor Disclosure, or Utilization Plan(s), or Offer. 

	Summary Tab
	: “Submit Quote”



	Offerors may also view the “Request for Proposal (RFP) Vendor Submission Instructions Video found at https://cpo-general.illinois.gov/vendor-resources.html

C.2. DUE DATE AND TIME FOR SUBMISSION OF OFFERS
Each solicitation contains the Offer due date and time, appearing as the “Bid Opening Date:” on the BidBuy posting.  Offeror shall submit Offers in BidBuy, and the State shall open Offers electronically in BidBuy on the “Bid Opening Date”.  The Offer must remain firm for 180 days from opening.

C.3. CONFLICT BETWEEN INFORMATION IN ELECTRONIC DOCUMENTS AND ON BIDBUY

If the State provides information in electronic documents (i.e., the RFP and other attachments) that is different or in conflict with the information the State provides on BidBuy, then the information in electronic documents is presumed to represent the State’s intent.  If the Offeror provides information in electronic documents that is different or in conflict with the information the Offeror provides in BidBuy through their Seller Account, then the information in electronic documents shall represent the Offeror’s intended submission.


C.4. PUBLISHED PROCUREMENT INFORMATION

The State publishes procurement information, including solicitations, awards, and amendments, on the Chief Procurement Officer for General Services’ Illinois Procurement Bulletin, known as the Bulletin or BidBuy (https://www.bidbuy.illinois.gov/bso/).  Procurement information may not be available in any other form or location.  Offeror is responsible for monitoring BidBuy.  The State will not be held responsible if Offeror fails to receive the optional e-mail notice of future amendments to the solicitation.

C.5. INFORMATION CONTACT

The individual listed in the “Info Contact:” field on the BidBuy posting shall be the single point of contact for this solicitation.  Unless otherwise directed, Offeror should only communicate with the Information Contact.  The State/Agency shall not be held responsible for information provided by or to any other person.

Suspected errors should be immediately reported to the Information Contact.  Do not discuss, directly or indirectly, the solicitation or any Offer with any State officer or employee other than the Information Contact.

C.6. OFFEROR QUESTIONS AND AGENCY RESPONSE

All questions, other than questions raised at the Pre-Submission Conference, pertaining to this solicitation must be submitted in writing to the Information Contact no later than 05/19/2026 @ 4:00 pm CST.  Questions received and Agency responses may be posted as a Bid Amendment to the original solicitation on BidBuy; only these posted answers to questions shall be binding on the State.  Offeror is responsible for monitoring BidBuy and BidBuy email notifications.

C.7. PRE-SUBMISSION CONFERENCE

The Agency may conduct a Mandatory or Non-Mandatory Pre-Submission Conference, listed in the “Pre-Bid Conference:” field of the BidBuy posting. Please refer to BidBuy for this information.

If attendance is mandatory, Offeror (current contractor included) will be disqualified and considered non-responsive if Offeror does not attend, is not on time, leaves early, or fails to sign the attendance sheet.  Offeror must allow adequate time to accommodate security screenings at the site.

	When it's time, join your Webex meeting here. 

	 



		Join meeting




	 

	More ways to join: 

	 

	Join from the meeting link 

	https://illinois.webex.com/illinois/j.php?MTID=mcfdcd19e78b79e33ddb392f1a8fa4bac 

	 



	Join by meeting number 

	Meeting number (access code): 2869 319 1591

	Meeting password: xXXYFCNF538 

	 


Tap to join from a mobile device (attendees only)   
+1-312-535-8110,,28693191591## United States Toll (Chicago)   
+1-415-655-0002,,28693191591## US Toll  

Join by phone   
+1-312-535-8110 United States Toll (Chicago)   
+1-415-655-0002 US Toll   
Global call-in numbers
	 


Join from a video system or application
Dial 28693191591@illinois.webex.com  
You can also dial 173.243.2.68 and enter your meeting number. 


C.8. SMALL BUSINESS SET-ASIDE

In the Bulletin posting, if “Yes” is shown to the question “Is this a Small Business Set-Aside Procurement?”, then Offeror must be registered by the Illinois Small Business Set-Aside Program at the time Offers are due for the Offer to be evaluated.  For requirements on qualifying Offeror’s business in the Small Business Set-Aside Program, please go to the Chief Procurement Office for General Service’s website at https://cpo-general.illinois.gov/sell-2-illinois.html .

C.9. BUSINESS ENTERPRISE FOR MINORITIES, WOMEN, AND PERSONS WITH DISABILITIES ACT PARTICIPATION AND UTILIZATION PLAN

The BidBuy posting indicates whether this solicitation contains a goal to include businesses owned and controlled by minorities, women, and persons with disabilities.  If this solicitation contains a goal, then failure to complete and submit a Utilization Plan, including documentation demonstrating good faith efforts when requesting a waiver, shall render the Offer non-responsive.  30 ILCS 575/4(e).  All questions regarding the subcontracting goal must be directed to the Information Contact indicated in BidBuy no later than 05/19/2026 @ 4:00 pm CST. Below are the NIGP codes used to establish this goal.
BEP Goal:  	6%
NIGP Codes 920-04, 920-05, 920-28, 920-37, 920-45, 920-46, 920-47, 918-28, 
Go to https://cei.illinois.gov/vendor-resources/get-bep-certified.html for complete requirements for BEP certification.  Go to State of Illinois Commission on Equity and Inclusion at https://offerordiversitymanagementportal.illinois.gov/home.aspx  to search for certified BEP vendors.
C.10. SECURITY

Bid/Performance Bond: $N/A.  If a bond is required, Offeror must submit the Bid Bond with your offer or Performance Bond to the Information Contact within ten (10) days after contract execution.  The bond must be from a surety licensed to do business in Illinois.  An irrevocable letter of credit is an acceptable substitute.  The form of security must be acceptable to the State. 

C.11. TERMS AND CONDITIONS
Information and Technology Standard Terms and Conditions will become a part of any resulting contract.  To view the Information and Technology Standard Terms and Conditions, please go to
https://cpo-general.illinois.gov/solicitation-and-contract-templates.html.

Section D. EVALUATION PROCEDURES

D.1. EVALUATION PROCESS

The State assesses each Offer for Responsibility (E.10) and Responsiveness.  The State considers the information provided and the quality of that information when assessing Offers.  If the State finds a failure or deficiency, the State may reject the Offer or reflect the failure or deficiency in the assessment.

There are three scored parts to each proposal – technical, commitment to diversity, and pricing.  Each part of the proposal is evaluated and ranked independently of the other parts of the proposal.  The results of the evaluation of all three parts shall be used in ranking the proposals.

The State may award to the most responsive and responsible offeror whose offer best meets the specified criteria.

D.2. RESPONSIVENESS

A responsive offeror is one who submits an offer that conforms in all material respects to the Request for Proposal and includes all required forms.

D.2.1. The State will determine whether the Offeror complied with the instructions for submitting offers.  Except for late submissions, and other requirements that by law must be part of the submission, the State may require that an Offeror correct deficiencies as a condition of further evaluation.

D.2.2. Subcontractor Disclosure:  If the Offer includes any subcontractors, then Offeror shall complete the Subcontractor Disclosure section of the Offer to the State of Illinois.

D.2.3. If completing IPG Active Registered Vendor Disclosure, then responsiveness may include and may not be limited to:

· Active Illinois Procurement Gateway registration # with expiration date
· Certifications timely to this solicitation 
· Disclosure of lobbyists for Offeror and parent entity(ies)
· Disclosure of pending and current contracts

D.2.4. If completing Vendor Disclosure, required parts may include and may not be limited to:
•	Business and Directory Information:  Offeror should complete and return the Business and Directory Information form in Vendor Disclosure, Part 1. 
•	Illinois Department of Human Rights (IDHR) Public Contracts Number:  Offeror shall complete and return the IDHR Public Contracts Number form in Vendor Disclosure, Part 2.
•	Authorized to Transact Business or Conduct Affairs in Illinois:  A person (other than an individual acting as a sole proprietor) must be a duly constituted legal entity prior to submitting an Offer and authorized to transact business or conduct affairs in Illinois prior to execution of the contract.  For more information, see Authorized to Transact Business or Conduct Affairs in Illinois in Vendor Disclosure, Part 3.
•	Standard Illinois Certifications:  Offeror shall complete and return the Standard Illinois Certifications form in Vendor Disclosure, Part 4.
•	State Board of Elections Registration:  Offeror may be prohibited from making political contributions and be required to register with the State Board of Elections.  For more information, see State Board of Elections in Vendor Disclosure, Part 5.
•	Disclosure of Business Operations with Iran:  Offeror should complete and return the Disclosure of Business Operations with Iran form in Vendor Disclosure, Part 6.
•	Financial Disclosures and Conflicts of Interest:  Offeror shall complete and return the Financial Disclosures and Conflicts of Interest form in Vendor Disclosure, Part 7.
•	Taxpayer Identification Number:  Offeror should complete and return the Taxpayer Identification form in Vendor Disclosure, Part 8.  

D.2.5. The State will determine whether the Offer meets the stated Technical requirements.  Minor differences or deviations that have negligible impact on the price or suitability of the supply or service to meet the State’s needs may be accepted or corrections allowed.  If no offeror meets a particular Technical requirement, the State may waive that requirement.

D.2.6. When the specification calls for “Brand Name or Equal,” the brand name product is acceptable.  Other products will be considered with proof that the other product meets stated specifications and is equivalent to the brand product in terms of quality, performance, and desired characteristics.

D.3. EVALUATION METHODOLOGY

The Technical Requirements are described in Sections F.2., F.3., F.4, F.5, and F.6.  The State evaluates the Technical Requirements without consideration of price.


D.3.1. Total Number of Points Available for Technical Requirements is: 400.

D.3.2. Offeror shall complete and return Sections F.2., F.3., F.4, F.5, and F.6. 

D.3.3. Relative Weight in Point Format

	[bookmark: _Hlk138151584]		Technical Requirements
	Points Available

	Mandatory Requirements with Evidence
	0; all must be met and are evaluated as pass or fail

	Mainframe Payroll M&O
	400 Points Available

	Executive Summary
	5

	Offeror Background
	5

	Relevant Offeror Experience
	70

	Approach to Staffing
	5

	Mainframe Application & Payroll Services
	25

	Mainframe Application & Payroll Technical Environment Management
	100

	Mainframe Payroll and HR Process Management
	100

	Mainframe Application & Payroll Communication and Coordination
	70

	Mainframe Application & Payroll Training & Knowledge Transfer
	10

	Mainframe Application & Payroll Exit Strategy 
	10

	Commitment To Diversity
	80 Points Available

	Commitment To Diversity 
	80



D.4. COMMITMENT TO DIVERSITY ELEMENTS

Sections 20-15 and 35-30 of the Illinois Procurement Code (30 ILCS 500/) require offerors to be evaluated on their commitment to diversity.  The points available for Commitment to Diversity are described in Section F.7. and are equivalent to 20% of the Technical Requirements points.  The State evaluates Commitment to Diversity without consideration of price.

D.4.1. The total number of points for Commitment to Diversity is 80.

D.4.2. Offeror shall complete and return Section F.7 Commitment to Diversity

D.4.3. Commitment to Diversity Categories: The percentages at the end of each section reflect the weighted distribution of points available identified in D.4.1.
	Commitment to Diversity Categories

	Category 1 — BEP Compliance — Whether or how well the Offeror meets this solicitation’s goal of contracting or subcontracting with businesses owned by women, minorities, or persons with disabilities. 5%

	Category 2 — Subcontracting/Contracting with any WMD businesses (not limited to BEP vendors) — Whether the Offeror assisted businesses owned by women, minorities, or persons with disabilities. 10%

	Category 3 — Diversity, Equity and Inclusion (DEI) Spend — Offeror’s percentage of business, education and/or community spend from prior calendar year gross revenue that involves businesses owned by women, minorities and/or persons with disabilities. The assisted businesses are not required to be certified in the Illinois Business Enterprise Program. 20%


	[bookmark: _Hlk126675045]Category 4 — DEI Time — Offeror’s hours spent in the prior calendar year on promoting DEI in the workplace, the community, education institutes, or supporting businesses owned by women, minorities, or persons with disabilities. The assisted business is not required to be certified in the Illinois Business Enterprise Program.  The success or failure of each event does not impact the points achieved. The event may be voluntary or paid time. 20%

	Category 5 — DEI Policies — Entity has provided a written copy of, or link to, their current written workforce diversity, equity, and inclusion policy. Policies must be actionable plans, not overarching concepts around DEI. 10%


	Category 6 — Diversity in Staffing — % of individuals on governing board and/ or Senior executives out of all resource who identify as women, minorities or person with disabilities. 10%
% of individuals in management /supervisor positions out of all resource who identify as women, minorities or person with disabilities. 13%
% of total resource who identify as women, minorities or person with disabilities. 12%




D.5. MINIMUM REQUIRED POINTS 

Requests for Proposal may specify that offerors must receive a minimum number of points in their Technical and Commitment to Diversity proposals combined to be considered for price evaluation and award.

The State determines how well offers meet the Technical and Commitment to Diversity requirements and rank the offers from best to least qualified using a point ranking system (unless otherwise specified) as an aid in conducting the evaluation.  Offerors who receive fewer than the minimum required points will not be considered for price evaluation and award.


D.5.1. The minimum number of Technical + Commitment to Diversity points is 480 total points.
D.5.2. A minimum of 384 of the available (Technical and Commitment to Diversity) points is required for an offeror to be considered for price evaluation and awarded. If no offeror is awarded 80% of the max available points, the top 3 scoring vendors will move forward to price evaluation.

D.6. PRICE

The State opens Price proposals after evaluating all Technical and Commitment to Diversity proposals. 

If the State does not consider the price to be fair and reasonable and negotiations fail to meet an acceptable price, the State reserves the right to cancel the award and take appropriate action to meet the needs of the State.  The State determines whether the price is fair and reasonable by considering the offer, including the offeror's qualifications, the offeror's reputation, all price proposals submitted, other known prices, the project budget, and other relevant factors.

D.6.1. The total number of points for Price is 96.
D.6.2. The State will determine Price points using the following formula: Maximum Price Points X (Lowest Price/Offeror’s Price) = Total Price Points

MAXIMUM AVAILABLE POINTS

The maximum number of points is 400 (Technical) + 80 (Commitment to Diversity) + 96 (Price) = 576 maximum available points.


Section E.  ADMINISTRATIVE REQUIREMENTS
E.1. GOVERNING LAW AND FORUM

Illinois law and rules govern this solicitation and any resulting contract.  Offeror must bring any action relating to this solicitation or any resulting contract in the appropriate court in Illinois.  This document contains statutory references designated with “ILCS”.  To view the full text, go to https://ilga.gov/Legislation/ILCS/Chapters .  The Illinois Procurement Code (30 ILCS 500) and the Standard Procurement Rules (44 ILL. ADM. CODE PART 1) are applicable to this solicitation.  To view them respectively, go to   and Illinois General Assembly - ADMINISTRATIVE CODE.

E.2. PUBLIC RECORDS AND REQUESTS FOR CONFIDENTIAL TREATMENT

Offers become the property of the State.  All offers will be open to the public under the Illinois Freedom of Information Act (FOIA) (5 ILCS 140) and other applicable laws and rules, unless Offeror requests in its Offer that the State treat certain information as confidential.  A request for confidential treatment will not supersede the State’s legal obligations under FOIA.  The State will not honor requests to keep entire Offers confidential.  Offerors must show the specific grounds in FOIA or other law or rule that support confidential treatment.  Regardless, the State will disclose the successful Offeror’s name, the substance of the Offer, and the price.  

If Offeror requests confidential treatment, Offeror must submit additional copy/copies (see Instructions for Submission of Offers in Section C.) of the Offer with proposed confidential information redacted.  This redacted copy must tell the general nature of the material removed and shall retain as much of the Offer as possible.  In a separate attachment, Offeror shall supply a listing of the provisions identified by section number for which it seeks confidential treatment and identify the statutory basis or bases under Illinois law, including a detailed justification for exempting the information from public disclosure.

Offeror will hold harmless and indemnify the State for all costs or damages associated with the State defending Offeror’s request for confidential treatment.  Offeror agrees that the State may copy the Offer to facilitate evaluation, or to respond to requests for public records.  Offeror warrants that such copying will not violate the rights of any third party.

E.3. MINORITY CONTRACTOR INITIATIVE

The State requires a fee of $15 to cover expenses related to the administration of the Minority Contractor Opportunity Initiative.  Any offeror awarded a contract of $1,000 or more under Section 20-10, 20-15, 20-25 or 20-30 of the Illinois Procurement Code (30 ILCS 500) is required to pay a fee of $15.  The Comptroller shall deduct the fee from the first check issued to the Vendor under the contract and deposit the fee in the Comptroller’s Administrative Fund.  15 ILCS 405/23.9.

E.4. FEDERAL FUNDS

The resulting contract may be partially or totally funded with Federal funds.  Upon notice of intent to award, the percentage of supplies and/or services involved that are Federally funded and the dollar amount of such Federal funds will be disclosed.

E.5. EMPLOYMENT TAX CREDIT

Offerors who hire qualified veterans and certain ex-offenders may be eligible for tax credits.  30 ILCS 500/45-67 and 45-70.  Please contact the Illinois Department of Revenue (217-524-4772) for information about tax credits [35 ILCS 5/216, 5/217]. 

E.6. RESERVATIONS

Offeror must read and understand the solicitation and tailor the Offer and all activities to ensure compliance.  The State reserves the right to amend the solicitation, reject any or all offers, award by item/services, group of items/services, or grand total, and waive minor defects.  The State may request a clarification, inspect Offeror’s premises, interview staff, request a presentation, or otherwise verify the contents of the Offer, including information about subcontractors and suppliers.  The State may request Best & Final Offers when appropriate.  The State will make all decisions on compliance, evaluation, and terms and conditions, and shall make decisions in the best interests of the State and in accordance with the Illinois Procurement Code, rules and other applicable State and Federal statutes and regulations.  This competitive process may require that Offeror provide additional information and otherwise cooperate with the State.  If an offeror does not comply with requests for information and cooperate, the State may reject the offer as non-responsive to the solicitation.  Submitting an offer does not entitle Offeror to an award or a contract.  Posting a vendor’s name in a Bulletin notice does not entitle the vendor to a contract.  The State is not responsible for and will not pay any costs associated with the preparation and submission of any offer.  

Awarded Offeror(s) shall not commence and will not be paid for any billable work undertaken prior to the date all parties execute the contract, unless approved in writing in advance by the State Purchasing Officer or the Chief Procurement Officer (or designee).

E.7. AWARD

The State is not obligated to award a contract pursuant to this solicitation.  If the State issues an award, the award will be made to the responsive and responsible offeror whose offer best meets the specified criteria unless otherwise permitted by the Illinois Procurement Code and Illinois Administrative Code.  However, if the State does not consider the price to be fair and reasonable and negotiations fail to meet an acceptable price, then the State reserves the right to cancel the award and take appropriate action to meet the needs of the State.  The State will determine whether the price is fair and reasonable by considering the offer, including the offeror's qualifications, the offeror's reputation, all prices submitted, other known prices, the project budget and other relevant factors.  The State will post a notice to the Bulletin identifying the apparent most responsive and responsible offeror.

E.8. INVOICING ADDRESS

The awarded Vendor shall invoice at the completion of the contract unless invoicing is tied in the contract to milestones, deliverables, or other invoicing requirements agreed to in the contract.  The Bulletin posting contains the “Bill-to Address:” where invoices should be sent.

Vendor shall not bill for any taxes unless accompanied by proof that the State is subject to the tax.  If necessary, Vendor may request the applicable Agency’s Illinois tax exemption number and Federal tax exemption information.

E.9. PROTEST REVIEW OFFICE

Offeror may submit a written protest to the Protest Review Office following the requirements of the Standard Procurement Rules.  44 ILL. ADM. CODE 1.5550.  For protests related to specifications, the Protest Review Office must physically receive the protest no later than fourteen (14) days after the solicitation or related addendum was posted to the Bulletin.  For protests related to rejection of individual proposals or awards, the protest must be received by close of business no later than fourteen (14) days after the protesting party knows or should have known of the facts giving rise to the protest.  The Protest Review Office’s information is as follows:
Chief Procurement Office
Attn: Protest Review Office
Email: cpogs.pro@illinois.gov

E.10. RESPONSIBILITY

A responsible Offeror is one who has the capability in all respects to perform fully the contract requirements and who has the integrity and reliability that will assure good faith performance.  The State determines whether the Offeror is a “responsible” offeror; an offeror with whom the State can or should do business.  For example, the State may consider the following:

E.10.1. A “prohibited bidder” includes any person assisting an employee of the State of Illinois by reviewing, drafting, directing, or preparing any invitation for bids, a request for proposal, or request of information, or providing similar assistance unless such assistance was part of a publicly issued opportunity to review drafts of all or part of these documents.  For purposes of this section, an employee of the State of Illinois means one who, by the nature of his or her duties, has the authority to participate personally and substantially in the decision to award a State contract.  No person or business shall submit specifications to a State agency unless requested to do so by an employee of the State. No person or business that contracts with a State agency to write specifications for a particular procurement need shall submit a bid or proposal or receive a contract for that procurement need.

Nothing herein is intended to prohibit a vendor from bidding or offering to supply developing technology, supplies or services after providing the State with a demonstration of the developing technology, supplies, or services; provided the subject of the demonstration to the State represents industry trends and innovation and is not specifically designed to meet the State's needs.  Nothing herein is intended to prohibit a person or business from submitting a bid or offer or entering into a contract if the person or business: (i) initiates a communication with an employee to provide general information about products, services, or industry best practices and, if applicable, that communication is documented in accordance with Section 50-39 of the Illinois Procurement Code or (ii) responds to a communication initiated by an employee of the State for the purposes of providing information to evaluate new products, trends, services, or technologies.

E.10.2. Other factors that the State may use to evaluate to determine responsibility include, but are not limited to:  political contributions, certifications, conflict of interest, financial disclosures, taxpayer identification number, past performance in business or industry, references (including those found outside the Offer), compliance with applicable laws, financial responsibility, insurability, effective equal opportunity compliance, payment of prevailing wages if required by law, capacity to produce or sources of supply, and the ability to provide required maintenance service or other matters relating to the offeror’s ability to deliver in the quality and quantity within the time and price as specified in this solicitation.

E.10.3. Awarded offerors must always have financial resources sufficient, in the opinion of the State, to ensure performance of the contract and must provide proof upon request.  The State may require a performance bond if, in the opinion of the State, it ensures performance of the contract.  The State may terminate the contract, consistent with the termination for cause provision of the contract, if the vendor lacks the financial resources to perform under the contract.

E.10.4. The State may require that an offeror correct any deficiencies as a condition of further evaluation.

E.11. BidBuy Terminology and Guidance:  BidBuy is an online e-procurement system.  There may be some difference between the procurement terminology used in this solicitation and the terms used in BidBuy.  Please learn more about BidBuy by accessing the online resources found here:

https://pathway2procurement.illinois.gov/bidbuy.html
Section F.  PROPOSAL FORMS
Offeror must complete and return:
· The following three (3) tables of Technical Requirements: contract requirement without Evidence (Section F.1), Mandatory Requirements with Evidence (Section F.2), and Proposed Technical Solution (Section F.3)
· Commitment to Diversity (Section F.4)
· Offer to the State of Illinois Information and Technology 
· Offer and appendices, shall not exceed one hundred (100) pages, with the minimum criteria of one-sided, single spacing using eleven (11) point font and half inch margins.
Please read and follow each instruction carefully.
F.1. CONTRACT REQUIREMENTS
Please read each contract requirement carefully in F.1. These contract requirements shall be included in any contract resulting from this solicitation.
	CONTRACT REQUIREMENTS

	F.1.1. Vendor where applicable shall maintain compliance with all applicable State and Federal regulations, including but not limited to:
· DoIT Public Cybersecurity Policies
· NIST SP 800-53, Revision 5, FedRAMP Moderate
· IRS Publication 1075: Safeguarding Taxpayer Information
· HIPAA: Health Insurance Portability and Accountability Act
· Computer Fraud and Abuse Act of 1986 (as amended)
· Social Security Number Protection Act of 2010
· Illinois Personal Information Protection Act (PIPA)
· Family Educational Rights and Privacy Act (FERPA) for education data
· FIPS 200: - Minimum Security Requirements for Federal Information and Information systems.
· Attachment A - State of Illinois Standard Security Requirements
Note: If conflicts exist between security standards, Vendor shall adhere to the most stringent requirement represented in these sources.

	F.1.2. DoIT shall retain ownership rights of all application development resulting from this RFP. 

	F.1.3. DoIT shall retain ownership rights of licensed applications from independent software Vendor’s. Even if procured by Vendor or procured by DoIT. 

	F.1.4. The awarded vendor(s) must submit an annual usage report to the following email address: DOIT.ITPO.Communications@illinois.gov

This report shall be in a tab-delimited text file or an Excel spreadsheet that includes the following:
· The ordering entity
· Line Item #
· Quantity
· The total value of placed orders by ordering entity
· The date of each associated order
 
A sample of the report’s format is as follows:
	Ordering Entity
	Line Item #
	Quantity
	Value of Order
	Date of Order

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	
	
	
	
	






By submitting an offer to this solicitation. The offeror agrees that they will meet the contract requirements in Section F.1.
F.2. MANDATORY REQUIREMENTS WITH EVIDENCE

Please check “Met” to each of the mandatory requirements for the proposed solution. An Offeror that does not provide substantiating evidence for each requirement will be disqualified and the rest of the proposal will not be scored.
These Mandatory Requirements shall be included in any contract resulting from this solicitation.
Please provide substantiating evidence in your Proposed Technical Solution.  Use the column on the right to indicate the section and page number where your evidence/response to each item may be found.  The State will evaluate Offeror’s evidence/response to verify the mandatory requirement is met.
	MANDATORY REQUIREMENTS WITH EVIDENCE
	
	Proposal Section and Page Number

	F.2.1. Vendor shall agree to maintain operational continuity standards that align with DoIT's requirements found in sections F.2., F.3., G.1., and G.2. of this RFP to ensure service availability and data integrity. Provide examples of operational continuity standards or how compliance of this requirement would be met.
	☐  Met
	

	F.2.2. All data processed and stored shall reside within the United States, ensuring compliance with federal and state data sovereignty regulations noted in Section G.2. State of Illinois Security Requirements. Provide examples and describe how this will be achieved.
	☐  Met
	

	F.2.3. Vendor shall agree to provide documented evidence of their data management and privacy protocols, demonstrating how data is encrypted, stored, and handled, ensuring compliance with DoIT’s stringent privacy policies. Please reference section G.2., bullet 4 for the link to Illinois Privacy Policies. Provide evidence of data management and privacy protocols or narrative of how you would comply with the above statement. 
	☐  Met
	

	F.2.4. The Vendor shall provide a Vendor Project/Program Manager Liaison with a minimum of three (3) years of project management experience and at least two (2) years of experience leading successful enterprise system implementation projects of similar scope and complexity within state agencies or public-sector organizations. The Vendor Project/Program Manager Liaison must have experience in managing projects involving Payroll, Mainframe, State and Federal systems and technology.
	☐  Met

	



F.3. PROPOSED TECHNICAL SOLUTION — DESIRABLE ELEMENTS

[bookmark: _Hlk179440448]Please explain how your organization meets or will meet each of the desirable elements.  Use the column on the right to indicate the section and page number of your proposal where your response to each item may be found.

F.3.1. MAINFRAME APPLICATION AND PAYROLL M&O — DESIRABLE ELEMENTS
	PROPOSED TECHNICAL SOLUTION – DESIRABLE ELEMENTS
	Point Value
	Proposal Section and Page Number

	F.3.1.1. Mainframe Application & Payroll Executive Summary

Please describe how the Offeror’s organization aligns with or will fulfill the requirements outlined in the Executive Summary Section F.4 of this RFP. Provide a detailed narrative covering the proposed services, focusing on the essential aspects of your approach and methodology as described in sections A, B, F, and G of this RFP. Your response should include: 

• A comprehensive discussion on your understanding of the RFP's Mainframe Payroll objectives and high-level strategy, including justifications for why your proposal represents the best value for DoIT. 
• A strategic work plan showing the proposed phases, timelines, key milestones, and dependencies. 
[bookmark: _Toc192679491]• Contact details including the name, address, phone number, and email of the person designated for DoIT to contact with any inquiries related to your submission. 

Do not include any pricing information in your response to the above elements.
	5
	

	F.3.1.2. Mainframe Application & Payroll Offeror Background

[bookmark: _Toc192679493]Provide details regarding the Offeror’s background, size, and corporate resources. Details in Offerors response should demonstrate that the Offeror is an established company engaged in the business of developing and/or providing similar services to those included in this RFP. The Offeror must provide a brief company history, including the founding date and the number of years it has been in business as currently constituted.
	5
	

	F.3.1.3. Mainframe Application & Payroll Relevant Offeror Experience

Use the template provided below in Section F.5. Qualifications And Experience (copying and pasting to duplicate as necessary), list experience relevant to the solution and services identified for this RFP. The State requires a minimum of two (2) relevant experiences not performed by a sub contractor. 
 
Include all relevant experience for every example provided. The period for reporting experience is from 2020 to the present. 
	70
	

	F.3.1.4. Mainframe Application & Payroll Proposed Staffing

Describe the Offeror’s approach to staffing the Mainframe Payroll project to meet all requirements described in this RFP. Offerors should carefully consider the requirements and desired outcomes of this RFP when developing the staffing approach. Throughout the term of the contract, the Offeror must employ enough staff to provide all services. 

DoIT has identified vendor skills outside of DoITs existing and future skills with associated responsibilities in sections A.2.2 and A.2.4. of this RFP. 

The Offeror should commit to the following mandatory one (1) Key Role for the project:

Vendor Project/Program Manager Liaison - Please see F.2.4.

For all skills, Offerors are requested to provide the following information:
a. Organization Chart (of all skills).
b. Skills and Responsibilities (complete definitions for each skill using those provided in section A as a baseline).
c. Approach to staffing, retention and development: Provide a detailed plan outlining your organization's commitment to retaining experienced staff on this project and investing in the continuous professional development of staff in relation to the State's mainframe payroll environment and technologies. This plan should demonstrate a proactive approach to maintaining a knowledgeable and skilled team throughout the contract lifecycle.
	5
	

	Mainframe Payroll Services

	F.3.1.5. Describe how the offeror would ensure the following items are accomplished and describe the proven approach to each item. 
a. When engaged on agency’s payroll system, the vendor should conduct a discovery and, if needed, an assessment of the scoped payroll systems, technologies, processes, and documentation.
b. For any resulting projects, vendor should deliver a detailed project plan outlining timelines, resources, key milestones, and identified deliverables.
Payroll Enhancements:
c. Offeror will have the ability to lead and/or assist DoIT when applicable: 
a. designing payroll systems,
b. developing payroll systems,
c. deploying payroll systems,
d. update payroll system documentation,
e. update user manuals.
f. When updates and modifications to the payroll systems have been completed, the offeror should support and/or lead in providing testing validation results.
General System M&O Support and Collaboration:
a. Provide ongoing maintenance and support for the mainframe payroll systems to ensure continuous operation and performance optimization in collaboration with existing DoIT staff.
b. Facilitate the integration of various payroll and HR systems to enhance data flow and operational efficiency in collaboration with existing DoIT staff. 
Offeror will have the ability to: 
a. maintain legacy payroll systems in conjunction with modern payroll systems,
b. lead and/or assist DoIT on incident management activities in support of each payroll system,
c. lead and/or assist DoIT on problem management activities in support of each payroll system,
d. lead and/or assist DoIT on change management activities in support of each payroll system,
e. lead and/or assist payroll compliance and audit management activities.
In collaboration with DoIT:
a. establish clear communication channels and schedule regular meetings to ensure seamless interaction and alignment between vendor staff, internal DoIT teams, and agency stakeholders,
b. clearly define roles and responsibilities to avoid overlaps,
c. implement a structured feedback mechanism to gather insights and drive continuous improvement,
d. facilitate the integration of vendor staff with existing DoIT teams and agency stakeholders,
e. encourage cross-functional collaboration across different departments, such as IT, payroll, and HR, to leverage diverse expertise and provide comprehensive support,
f. support reporting capabilities to ensure adherence to federal and state regulations,
g. develop detailed payroll reports to support forecasting and budgeting,
h. develop system documentation to support troubleshooting issues swiftly and effectively,
i. continue the cross-functional collaboration across different agency departments, such as payroll and HR to ensure the continued payroll M&O system continuity,
j. provide training, when needed, in partnership with DoIT staff on tools, technologies, applications, and processes, 
k. configure security settings to ensure compliance to protect sensitive payroll data and meet regulatory requirements,
l. deliver training materials and knowledge transfer documentation.
	25
	

	Mainframe Application & Payroll Technical Environment Management

	F.3.1.6. Understanding the technical environment is critical for effective service delivery. Describe the methods or approaches you would use to manage and maintain mainframe technologies, including Assembler, COBOL, EasyTrieve, CICS, CISC Map, DB2, JCL, CA Scheduler, IMS, Rocket Software Mobius, CA-TELON, among others .  Please list additional mainframe technologies that the Offeror has experience with.  
	33
	

	F.3.1.7. Ensuring efficient batch processing is essential. Outline your approach to maintaining and supporting full lifecycle batch job scheduling and management using JCL, CA Scheduler, and integrated scheduling routines.
	33
	

	F.3.1.8. Supporting both legacy and modern platforms is vital. Detail how you would maintain and support mainframe platforms integrated with non-mainframe platform technologies (e.g., Microsoft .NET, SSIS, Smalltalk, and Java in IBM WebSphere environments).
	34
	

	Mainframe Payroll and HR Process Management

	F.3.1.9. Managing the payroll processing lifecycle is crucial.  Describe your experience in supporting enterprise payroll systems as described in this RFP.  Please highlight areas of expertise relative to these specific payroll processing elements.
	33
	

	F.3.1.10. Supporting HR systems effectively is crucial. Describe your experience in extending support for HR capabilities as described in this RFP.
	33
	

	F.3.1.11. Ensuring compliance and accurate reporting is essential. Describe your approach to supporting compliance and reporting on Payroll and HR Processes from a technology perspective.
	34
	

	Mainframe Application & Payroll Communication and Coordination

	F.3.1.12. Engaging stakeholders effectively is crucial. Describe how you would maintain regular communication with stakeholders and provide updates on project progress, challenges, and successes.
	35
	

	F.3.1.13. Facilitating interagency collaboration is key. Outline your approach to collaborating with other departments for system integration and compliance activities.
	35
	

	Mainframe Application & Payroll Training and Knowledge Transfer

	F.3.1.14. Describe how you would develop training for DoIT resources, covering both vendor-specific tools and mainframe technologies.
	5
	

	F.3.1.15. Outline your approach to documenting processes and technologies to ensure continuity and mitigate risk.
	5
	

	Mainframe Application & Payroll Exit Strategy

	F.3.1.16. Developing comprehensive exit strategies is crucial. Describe the exit strategies you would develop to ensure seamless service disengagement and a smooth transition back to DoIT or to a new provider.  Describe how you have worked with other providers when transitioning from an assignment.
	10
	


F.4. EXECUTIVE SUMMARY

Please describe how your organization aligns with or will fulfill the requirements outlined in the Executive Summary of this RFP. Provide a detailed narrative covering the proposed services, focusing on the essential aspects of your approach and methodology as described in Sections A, B, F, and G of this RFP. Your response should include:
· A comprehensive discussion on your understanding of the RFP's objectives and high-level strategy, including justifications for why your proposal represents the best value for DoIT.
· A strategic work plan showing the proposed phases, timelines, key milestones, and dependencies.
· Contact details including the name, address, phone number, and email of the person designated for DoIT to contact with any inquiries related to your submission. 

F.5. QUALIFICATIONS AND EXPERIENCE

[bookmark: _Hlk179441505]Please explain how your organization meets or will meet the Executive Summary.  
F.5.1. MAINFRAME APPLICATION & PAYROLL MAINTENANCE AND OPERATIONS (M&O) OFFEROR BACKGROUND:
Provide details regarding the Offeror’s background, size, and corporate resources. Details should demonstrate that the Offeror is an established company engaged in the business of developing and/or providing similar services. Offeror must provide a brief company history, including the founding date and the number of years it has been in business as currently constituted.


F.5.2. MAINFRAME PAYROLL MAINTENANCE AND OPERATIONS (M&O) RELEVANT OFFEROR EXPERIENCE
Use the template provided below: Offeror Experience Template (copying and pasting to duplicate as necessary) to list experience relevant to the solution and services identified for this RFP. The State requires a minimum of two (2) relevant experiences for each Offeror.
Include all relevant experience and provide contact information for every example provided. The period for reporting experience is from 2020 to the present. The State reserves the right to contact any Offeror clients for information regarding the Offeror’s performance.

	Project Name: Click here to enter text.

	Client Name and Address: 
Click here to enter text.
	Years Engaged:
Click here to enter text. 

	Offeror’s Contract Role: 
☐ Prime
☐ Sub
☐ Other Click here to enter text.



	Services Included in the Contract Scope:
☐ Federal Government 
☐ State Government 
☐ Local Government 
☐ Education Institutions 
☐ Commercial / Private sector organization 
☐ Other Click here to enter text.

	Type of Services Included in the Contract Scope:
☐ Mainframe optimization Application & payroll maintenance and operations (M&O) experience
☐ Other mainframe services (please describe)

	Type of Positions the Offeror Provided within the Contract Scope:
(Check all that apply)
☐ Mainframe Application Developer
☐ Mainframe Systems Programmer
☐ Mainframe Systems Analyst
☐ Mainframe Database Administrator 
☐ Mainframe Tester / QA Analyst
☐ Mainframe Batch Scheduler / Job Control 
Analysts
☐ Mainframe Project / Program Manager
☐ Other Click here to enter text.

	Contact Name and Title:
Click here to enter text.
	Contact Phone and Email: 
Click here to enter text.

	Narrative item A: The description below represents services that are in scope for this RFP.  Describe how experiences on this project are relevant to the services in this RFP from a  size, scope, and technical environment perspective.  
· Include the following attributes:
· designing enhancements to developing enhancements to Application & payroll systems,
· deploying enhancements to Application & payroll systems,
· update Application & payroll system documentation,
· update user manuals
· maintain legacy Application &  payroll systems in conjunction with modern payroll systems,
· lead and/or assist DoIT on incident management activities in support of each payroll system,
· lead and/or assist DoIT on problem management activities in support of each payroll system,
· lead and/or assist DoIT on change management activities in support of each payroll system,
· lead and/or assist payroll compliance and audit management activities.

Click here to enter text.

	Narrative item B: Describe how the project contracted was of a similar scope. 

Including:
· Describe each role in the engagement both from a offerors perspective and supporting roles and positions perspective (e.g., prime, sub contractor, project manager, developer, system administrator,  etc.),
· Size of your project team
· Describe experiences leveraging integration technologies to extend beyond the mainframe platform while maintaining integration with the mainframe
· Describe experiences and approaches to working with state and local governments collaboratively, in providing strategic and tactical guidance on potential future enhancements to mainframe payroll systems
· Any other relevant attributes (e.g., Actual or Estimated Annual Offeror’s Contract Value) 
Click here to enter text.


	Narrative item C: Describe the processes and procedures the Offeror has implemented to ensure success for this contract.
Click here to enter text.

	Narrative item D: Describe any issues or failures the Offeror encountered in that work, how these were resolved, and lessons learned.
Click here to enter text.



F.5.3. MAINFRAME PAYROLL MAINTENANCE AND OPERATIONS (M&O) RELEVANT OFFEROR EXPERIENCE OF SUBCONTRACTORS
 Use the template provided below in Offeror Subcontractors Experience Template (copying and pasting to duplicate as necessary), list experience relevant to the solution and services identified for this RFP. The State requires two (2) relevant Subcontractor Experiences. If there are not any active subcontractors, the applicable score for the Prime vendors experience will be duplicated for these criteria to ensure fair evaluation.
 
Include all relevant experience and provide contact information for every example provided. The period for reporting experience is from 2020 to the present. Experiences can be different than the Reference Questionnaire clients.
 
	Project Name: Click here to enter text.

	Client Name and Address: 
Click here to enter text.
	Scope of Offeror’s Contract with this Client:
Click here to enter text.

	Offeror’s Contract Role: 
☐ Prime
☐ Sub
☐ Other Click here to enter text.

	Services Included in the Contract Scope:
☐ Federal Government 
☐ State Government 
☐ Local Government 
☐ Education Institutions 
☐ Commercial / Private sector organization 
☐ Other Click here to enter text.
 

	Type of Services Included in the Contract Scope:
☐ Mainframe optimization Application & payroll maintenance and operations (M&O) experience
☐ Other mainframe services (please describe)
	Type of Positions the Offeror Provided within the Contract Scope:
(Check all that apply)
☐ Mainframe Application Developer
☐ Mainframe Systems Programmer
☐ Mainframe Systems Analyst
☐ Mainframe Database Administrator 
☐ Mainframe Tester / QA Analyst
☐ Mainframe Batch Scheduler / Job Control 
Analysts
☐ Mainframe Project / Program Manager
☐ Other Click here to enter text.

	Contact Name and Title:
Click here to enter text.
	Contact Phone and Email: 
Click here to enter text.

	Narrative item A: The description below represents services that are in scope for this RFP.  Describe how experiences on this project are relevant to the services in this RFP from a  size, scope, and technical environment perspective.  
· Include the following attributes:
· designing enhancements to Application & payroll systems,
· developing enhancements to Application & payroll systems,
· deploying enhancements to Application &  payroll systems,
· update Application &  payroll system documentation,
· update user manuals
· maintain legacy Application & payroll systems in conjunction with modern payroll systems,
· lead and/or assist DoIT on incident management activities in support of each payroll system,
· lead and/or assist DoIT on problem management activities in support of each payroll system,
· lead and/or assist DoIT on change management activities in support of each payroll system,
· lead and/or assist payroll compliance and audit management activities.

Click here to enter text.

	Narrative item B: Describe how the project contracted was of a similar scope. 

Including:
· Describe each role in the engagement both from a Subcontractor perspective and supporting roles and positions perspective (e.g., prime, sub contractor, project manager, developer, system administrator,  etc.),  
· Size of your project team
· Describe experiences leveraging integration technologies to extend beyond the mainframe platform while maintaining integration with the mainframe
· Describe experiences and approaches to working with state and local governments collaboratively, in providing strategic and tactical guidance on potential future enhancements to mainframe payroll systems
· Any other relevant attributes (e.g., Actual or Estimated Annual Contract Value) 
Click here to enter text.


	Narrative item C: Describe the processes and procedures the Subcontractor has implemented to ensure success for this contract.
Click here to enter text.

	Narrative item D: Describe any issues or failures the Subcontractor encountered in that work, how these were resolved, and lessons learned.
Click here to enter text.



F.6. APPROACH TO STAFFING

Please explain how your organization meets or will meet the Executive Summary.  
Describe the Offeror’s approach to staffing the project to meet all requirements described in this RFP. Offerors should carefully consider the requirements of this RFP and desired outcomes stated within when developing their staffing approach. Throughout the term of the contract term, the Vendor must employ enough staff to provide all services.

F.7. COMMITMENT TO DIVERSITY

Commitment to Diversity Vendor Guidance including Vendor Submission Forms are located on the Chief Procurement Officer for General Service’s website at
https://cpo-general.illinois.gov/commitment-to-diversity/c2d-guidance.html and on the BidBuy posting under “File Attachments:”

F.8. PRICING
F.8.1. FORMAT OF PRICING:
F.8.1.1. Offeror shall submit pricing in the Quote Items Tab on BidBuy, based on the terms and conditions set forth in this Request for Proposal Solicitation Document.  Offeror’s price offer shall serve as the basis for the compensation terms of the resulting contract.  Failure to submit pricing in the Items Tab on BidBuy may render Offeror’s entire Offer non-responsive and ineligible for award. Note: any pricing entered in the Unit Cost of the Items Tab will be locked until after Technical and Commitment to Diversity Evaluations are complete.  Do not enter cost, pricing, or any discount information in the Alternate Description field. Entering cost, pricing or discount information in the Alternate Description may result in disqualification. 

F.8.1.2. Pricing for Deliverable costs, Solution Cost, Renewals, and Price Assumptions shall be calculated by being uploaded to BidBuy for the duration of the contract. Only the pricing submitted in the BidBuy Items Tab will be evaluated. The Price Workbook is provided solely to assist Offerors in performing the necessary calculations to arrive at the figure(s) to be submitted in BidBuy.

F.8.1.3. [bookmark: _Hlk138158898]If Offeror uploads pricing workbook under Attachments tab then Offeror must check the box "Does the attachment contain any pricing, cost or discount information?" Failure to check this box allows your pricing to be viewed when bids are opened and may result in disqualification of your offer. 

F.8.2. TYPE OF PRICING: The Illinois Office of the Comptroller requires the State to indicate whether the contract pricing is firm or estimated at the time it is submitted for obligation.  Pricing pursuant to this contract is estimated.

F.8.3. EXPENSES ALLOWED: Expenses are not allowed.

F.8.4. DISCOUNT: The State may receive a N/A % discount for payment within N/A days of receipt of correct invoice.  This discount will not be a factor in making the award.

F.8.5. TAXES: Pricing shall not include any taxes unless accompanied by proof the State is subject to the tax.  If necessary, Offeror may request the applicable agency’s Illinois tax exemption number and federal tax exemption information.

F.8.6.  OFFEROR’S PRICING OFFER: You may enter pricing in the line items of BidBuy from the Attachment B — Price Workbook as described in F.8.1.2. 

F.8.6.1. Renewal Compensation: If the contract is renewed, the price shall be at the same rate as for the initial term unless a different compensation or formula for determining the renewal compensation is stated in this section.

F.8.6.1.1. Renewal compensation will be entered by the State prior to execution of the contract. 

Section G. 
ATTACHMENTS AND EXHIBITS
G.1. MAINFRAME APPLICATION AND PAYROLL M&O SERVICE LEVEL REQUIREMENTS (SLRs)
G.1.1. IT Operational Incident Response Time
Description: Ensure that the vendor responds to client-reported application and payroll service incidents, misconfigurations, or performance degradation within a defined timeframe.
Requirement: Acknowledge incidents within 15 minutes for critical issues, 1 hour for non-critical issues.
Measurement: Number of incidents acknowledged within SLA divided by total number of incidents.
Reporting Frequency: Monthly.
Penalty: 5% of monthly recurring resource unit fees for each incident not acknowledged within the required time.

G.1.2. IT Operational Incident Resolution Time
Description: Restore application and payroll services when incidents, misconfigurations, or performance issues occur due to client-side or configuration errors.
Requirement: Resolve incidents in alignment with the Performance Definitions in the RFP.
Measurement: Number of incidents resolved within required resolution time divided by total number of incidents.
Reporting Frequency: Monthly.
Penalty: 5% of monthly recurring resource unit fees for each incident not resolved within the required timeframe.

G.1.3. Configuration Management
Description: Ensure that all requested configurations to application and payroll services are implemented and recorded correctly and on time.
Requirement: Complete configuration changes within 2 business days for standard changes, and within agreed-upon timelines for more complex changes.
Measurement: Number of configuration changes completed within SLA divided by total number of configuration changes requested.
Reporting Frequency: Monthly.
Penalty: 5% of monthly recurring resource unit fees for each configuration change not completed within the agreed timeframe.

G.1.4. Monitoring and Notifications
Description: Provide continuous monitoring of application and payroll services.  Working with DoIT and other identified staff, define alert thresholds and identify appropriate stakeholders to notify regarding potential issues related to configuration, uptime, security, performance degradation, and communication with impacted users. 
Requirement: 24/7 monitoring with proactive alerting for issues within 15 minutes of detection.
Measurement: Number of issues detected and alerted within the required timeframe divided by total number of detected issues.
Reporting Frequency: Monthly.
Penalty: 5% of monthly recurring resource unit fees for each issue not alerted within the required timeframe.

G.1.5. Root Cause Analysis (RCA)
Description: Provide a root cause analysis for incidents resulting in significant application and payroll service disruption due to configuration errors, security incidents, or operational failures within vendor control.
Requirement: Deliver RCA report within 3 business days of incident resolution for critical issues.
Measurement: Number of RCA reports delivered within required time divided by total number of critical incidents.
Reporting Frequency: Monthly.
Penalty: 5% of monthly recurring resource unit fees for each RCA not delivered on time.

G.1.6. Development
Description: Submission of development according to any defined schedule is critical to the success of DoIT and state agencies. Development submitted must be of sufficient quality (as judged by DoIT and state agencies) to be considered ready for review. DoIT and state agencies will reject any development submissions that are not ready for review which would delay the formal development submission date.
Requirement: Submit development according to an approved schedule.
Measurement: (Date deliverable received) MINUS (Planned deliverable date).
Reporting Frequency: Monthly.
Penalty: 5% of the develop cost per day past the standard. Total Service Credit not to exceed the cost of the development.

G.1.7. Development Maintenance and Enhancement
Description: Assist with the implementation of application and payroll development maintenance and enhancements as requested by the client, ensuring minimal disruption to services.
Requirement: Apply development maintenance and/or enhancements within 2 business days of written acknowledgement of request receipt for critical updates, 5 business days for non-critical updates.  
Measurement: Number of development maintenance and/or enhancements completed within required time divided by total number of development maintenance and/or enhancement requests.
Reporting Frequency: Monthly.
Penalty: 5% of monthly recurring resource unit fees for each patch not applied within the required timeframe.

G.1.8. Security Incident Response 
Description: Assist in the detection and response to security incidents, including investigating and mitigating configuration-related vulnerabilities.
Requirement: Provide initial response to security incidents within 30 minutes of detection or report. 
Measurement: Number of security incidents responded to within required time divided by total number of security incidents.
Reporting Frequency: Monthly.
Penalty: 5% of monthly recurring resource unit fees for each delayed security incident response.

G.1.9. Security Incident Resolution Time 
Description: Restore application and payroll services to operational state when outages, misconfigurations, or performance issues occur due to client-side or configuration errors.
Requirement: Resolve incidents in alignment to the Performance Definitions in RFP
Measurement: Number of incidents resolved within required resolution time divided by total number of incidents.
Reporting Frequency: Monthly.
Penalty: 5% of monthly recurring resource unit fees for each incident not resolved within the required timeframe.

PERFORMANCE DEFINITIONS
	Severity/Priority Definitions

	Scenario Description
	Priority
	Impact

	
	
	State-Wide
	Single Location
	Multiple Users
	Single User

	A full outage of multiple services or all business capabilities and/or noncompliance with regulations. 
	
	Critical
	Critical
	High
	High

	An incident completely affecting a service or business capability, no workaround available. 
	
	Critical
	High
	High
	Medium

	An incident partially to significantly affecting a service or business capability; workaround is available. 
	
	High
	Medium
	Medium
	Medium

	An incident that has no impact to the availability of the affected service or business capability; redundancy is available. 
	
	Medium
	Low
	Low
	Low



	Severity - Priority
	Resolution Timeframe

	
	

	Severity 1 - Critical
	Target: 95% within 2 hours

	Severity 2 - High
	Target: 95% within 8 hours

	Severity 3 - Medium
	Target: 95% within 3 business days

	Severity 4 - Low
	Target: 95% within 10 business days or as otherwise mutually agreed to



	Severity - Priority
	Response Timeframe

	Severity 1 - Critical
	Within 30 Minutes

	Severity 2 - High
	Within 1 hour

	Severity 3 - Medium
	Within 1 hour

	Severity 4 - Low
	Within 4 hours



G.2. [bookmark: _Toc172710740][bookmark: _Toc575666752][bookmark: _Toc172710741][bookmark: _Toc1894099235]STATE OF ILLINOIS SECURITY REQUIREMENTS:	
	
1. Vendor will notify the State of Illinois’ Chief Information Security Officer within 24 hours of knowledge of any information breach or other security incident which impacts State of Illinois data. Email notification to: DoIT.Security@illinois.gov and Subject Line should state “Breach Notification.”

2. Vendor shall have a documented security incident policy and plan.  Vendor must supply a copy at the request of the State of Illinois.

3. Vendor must comply with all United States Federal and State of Illinois laws, rules, and regulations. 

4. Vendor must comply with all of the State of Illinois Enterprise Security Policies (https://www2.illinois.gov/sites/doit/support/policies/Pages/default.aspx).

5. Vendor must ensure that all information technology, including electronic information, software, systems and equipment, developed or provided under this contract complies with the applicable requirements of the Illinois Information Technology Accessibility Act Standards as published at (www.dhs.state.il.us/iitaa). 30 ILCS 587. If available, Vendor must provide the State of Illinois their most recent Voluntary Product Accessibility Template (VPAT).

6. Vendor program and project management resource must ensure coordination of activities with the State of Illinois governance program.  Vendor must comply with all policies, standards, and procedures defined by the State of Illinois Department of Innovation and Technology’s Enterprise Portfolio Management Office. 

7. Vendor’s system must interface with the State of Illinois’ identity and access management solutions if authentication is required for access to the system.

8. Vendor’s system must log activity within the system and have capacity to forward log information to the State of Illinois’ security incident and event management system (SIEM).  Vendor must meet the State of Illinois’ Minimum Logging Requirements for the term of the Contract.

8.1. (See Security Appendix S1)

9. Vendor certifies it has undertaken independent third-party audit Statement on Standards for Attestation Engagements (SSAE-18) certifications and must provide the State of Illinois with a System Operation Controls report (SOC 1) annually and applicable bridge/gap letter when vendor is hosting State of Illinois financial information.

10. Vendor certifies it can comply with at least one of the following requirements listed in order of preference.  
10.1	Vendor certifies it has undertaken independent third-party audit Statement on Standards for Attestation Engagements (SSAE-18) certifications and must provide the State of Illinois with a System Operation Controls report (SOC 2 type 2) annually and applicable bridge/gap letter.
10.2	Vendor must provide the State of Illinois with a 3rd party risk assessment of the Vendor’s system conducted within the last year including a 3rd party penetration test.
10.3	Vendor must provide the State of Illinois with a 3rd party risk assessment of the Vendor’s system conducted within the last year.
10.4	Vendor must provide the State of Illinois with a 3rd party penetration test conducted within the last year.
10.5 	Vendor must perform an internal security controls assessment to demonstrate compliance with the State of Illinois Vendor Security Controls, based on the current revision of NIST 800-53 security controls for a moderate system. (See Security Appendix S2)

11. Vendor must participate in an annual risk assessment and data classification and system categorization process. The formal risk assessment will be administered by the State of Illinois.  

If Vendor cannot provide the SOC 1 and/or 2 report required above and any necessary bridge/gap letter or another appropriate  third-party risk assessment as determined by the State of Illinois, then Vendor must perform an internal security controls assessment to demonstrate compliance with the State of Illinois Vendor Security Controls, based on the current revision of NIST 800-53 security controls for a moderate system. Vendor must provide attestation of compliance along with the results of this assessment documented in a Security Assessment Report (SAR) to the State of Illinois. This does not relieve the Vendor of the above requirement to submit a required SOC 1 and/or SOC 2. 
11.1. (See Security Appendix S2)

12. Vendor must provide a Plan of Action and Milestones (POA&M) to the State of Illinois that addresses any control deficiencies identified during the State of Illinois’ risk assessment, review of Vendor’s SOC report(s), third-party assessment, and internal security controls assessment.  The POA&M should describe the deficiencies in the security controls, address the residual risk, and detail plans for remediation. Vendor must provide the State of Illinois monthly updates regarding progress toward remediation of identified deficiencies.

12.1. (See Security Appendix S3)

13. Vendor must complete and provide the State of Illinois an Authority to Operate (ATO) or Authority to Connect (ATC) packet at the State of Illinois’ request.  This packet must be renewed annually. 

13.1. (See Security Appendix S4)

14. Vendor must ensure all hosted data pertinent to this contract shall remain located within the contiguous United States.

15. Vendor must ensure encryption of State of Illinois data at rest and in motion.  This encryption must comply with encryption security controls as defined in the most current version of the Federal Information Processing Standard (FIPS) 140 using Advanced Encryption Standard (AES) encryption with a minimum key length of 256 bits.  Vendor must provide proof of encryption.  Vendor must provide the State of Illinois with the capabilities to manage encryption keys for data at rest. 

16. Vendor must store data in a non-proprietary, readily accessible format, or Vendor must provide a solution, at no additional cost to the State of Illinois, to extract any State of Illinois data stored in Vendor’s solution. 

17. Vendor must only use State of Illinois data, for the purposes stated in this contract. 

18. Vendor must maintain a robust and reliable data backup system. Vendor must supply a description of backup methodology, and this methodology must meet defined Maximum Tolerable Downtime (MTD) and Return to Operations (RPO) requirements.  

19. At the State’s request, Vendor must provide a written disaster recovery methodology and provide proof of annual disaster recovery testing, including issues discovered and remediation plans for the issues discovered.

20. Vendor may not use any State of Illinois data in any non-production system or in any other system outside the application/service procured under this contract.

21. Vendor must provide a copy of all State of Illinois data (in a non-proprietary format) to the State of Illinois without delay upon request by the State of Illinois.

22. Vendor must provide a copy of all State of Illinois data (in a non-proprietary format) to the State of Illinois prior to termination of contract.

23. Vendor must sanitize all media that contains or contained State of Illinois data.  Vendor must use the more current revision of NIST Special Publication 800-88; Guidelines for Media Sanitization. Vendor must provide the State of Illinois with a written certification of media sanitization including the method, date and time.

24. Vendor must use a form of “crypto shredding” acceptable to the State of Illinois for rendering all State of Illinois data hosted by the Vendor inaccessible after a copy of all data has been provided to the State of Illinois.  

25. Vendor and/or its agents must not resell nor otherwise redistribute information gained from its access to the State of Illinois data.

26. Vendor must not engage in nor permit its agents to push adware, software, or marketing not explicitly authorized by the State of Illinois.

27. Vendor must allow the State of Illinois to perform vulnerability assessments.  

27.1. (See Security Appendix S5) 

28. Vendor must immediately remediate critical, high, and medium vulnerabilities within the application that are detected during the security assessments and are determined by the State of Illinois to pose an unacceptable risk.  

29. Vendor must secure independent third-party penetration testing at regular intervals, in accordance with Cloud Security Alliance (CSA) and Open Web Application Security Project (OWASP) recommendations.  Vendor must supply the results of the testing to the State of Illinois upon request. 

30. Vendor must supply a list of all non-proprietary/open source software used in their solution.  Vendor must also include the version and Open Source Initiative (OSI) approved license type used for any open source software. If Open Source uses non-OSI approved licensing Vendor must include licensing terms and conditions.



Security Appendix S1 – Minimum Logging Requirements
· Input validation failures (e.g., protocol violations, unacceptable encodings, invalid parameter names and values)
· Output validation failures (e.g., database record set mismatch, invalid data encoding)
· Authentication successes and failures
· Authorization (access control) failures
· Session management failures (e.g., cookie session identification value modification)
· Application errors and system events (e.g., syntax and runtime errors, connectivity problems, performance issues, third-party service error messages, file system errors, file upload virus detection, configuration changes)
· Application and related systems start-ups and shut downs, and logging initialization (starting, stopping, or pausing)
· Use of higher-risk functionality (e.g., network connections, addition or deletion of users, changes to privileges, assigning users to tokens, adding or deleting tokens, use of systems administrative privileges, access by application administrators, all actions by users with administrative privileges, access to payment cardholder data, use of data encrypting keys, key changes, creation and deletion of system-level objects, data import and export including screen-based reports, submission of user-generated content — especially file uploads)
· Legal and other opt-ins (e.g., permissions for mobile phone capabilities, terms of use, terms & conditions, personal data usage consent, permission to receive marketing communications)




Security Appendix S2:  Security Controls for Vendors
Authoritative Document NIST 800-53 v4 – Security and Privacy Controls 
Access and Control (AC) 
Organizations must limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems) and to the types of transactions and functions that authorized users are permitted to exercise.
AC Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Access Control Policy and Procedures
	AC-1
	

	· Account Management
	AC-2
	(1), (2), (3), (4)

	· Access Enforcement
	AC-3
	

	· Information Flow Enforcement
	AC-4
	

	· Separation of Duties
	AC-5
	

	· Least Privilege
	AC-6
	(1), (2), (5), (9), (10)

	· Unsuccessful Logon Attempts
	AC-7
	

	· System Use Notification
	AC-8
	

	· Session Lock
	AC-11
	(1)

	· Session Termination
	AC-12
	

	· Permitted Actions without Identification or Authentication
	AC-14
	

	· Remote Access
	AC-17
	(1), (2), (3), (4)

	· Wireless Access
	AC-18
	(1)

	· Access Control for Mobile Devices
	AC-19
	(5)

	· Use of External Information Systems
	AC-20
	(1), (2)

	· Information Sharing
	AC-21
	

	· Publicly Accessible Content
	AC-22
	

	
	
	



	Authority
	

	CFR
	HIPAA 45 CFR - 160, 162, 164

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	[bookmark: _Hlk528571802]DoIT
	DoIT Policies and Associated Standards and Guidelines


Awareness and Training (AT) 
Organizations must (i) ensure that managers and users of organizational information systems are made aware of the security risks associated with their activities and of the applicable laws, executive orders, directives, policies, standards, instructions, regulations, or procedures related to the security of organizational information systems; and (ii) ensure that organizational resource are adequately trained to carry out their assigned information security-related duties and responsibilities.

AT - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Security Awareness and Training Policy and Procedures
	AT-1
	

	· Security Awareness Training
	AT-2
	(2)

	· Role-Based Security Training
	AT-3
	

	· Security Training Records
	AT-4
	



	Authority
	

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines





Audit and Accountability (AU) 
Organizations must: (i) create, protect, and retain information system audit records to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate information system activity; and (ii) ensure that the actions of individual information system users can be uniquely traced to those users, so they can be held accountable for their actions.

AU - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Audit and Accountability Policy and Procedure
	AU-1
	

	· Audit Events
	AU-2
	(3)

	· Content of Audit Records
	AU-3
	(1)

	· Audit Storage Capacity
	AU-4
	

	· Response to Audit Processing Failures
	AU-5
	

	· Audit Review, Analysis, and Reporting
	AU-6
	(1), (3)

	· Audit Reduction and Report Generation
	AU-7
	(1)

	· Time Stamps
	AU-8
	(1)

	· Protection of Audit Information
	AU-9
	(4)

	· Audit Record Retention
	AU-11
	

	· Audit Generation
	AU-12
	



	Authority
	

	CFR
	HIPAA 45 CFR - 160, 162, 164

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines




Certification, Accreditation, and Security Assessments (CA) 
Organizations must: (i) periodically assess the security controls in organizational information systems to determine if the controls are effective in their application; (ii) develop and implement plans of action designed to correct deficiencies and reduce or eliminate vulnerabilities in organization information systems; (iii) authorize the operation of organizational information systems and any associated information system connections; and (iv) monitor information system security controls on an ongoing basis to ensure the continued effectiveness of the controls.

CA - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Security Assessment and Authorization Policy and Procedures
	CA-1
	

	· Security Assessments
	CA-2
	(1)

	· System Interconnections
	CA-3
	(5)

	· Plan of Action and Milestones
	CA-5
	

	· Security Authorization
	CA-6
	

	· Continuous Monitoring
	CA-7
	(1)

	· Internal System Connections
	CA-9
	



	Authority
	

	NIST 
	SP 800-53 Security and Privacy Controls

	NIST 
	SP 800-53A Assessing Security Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines






Configuration Management (CM) 
Vendors must: (i) establish and maintain baseline configurations and inventories of organizational information systems (including hardware, software, firmware, and documentation) throughout the respective system development life cycles; and (ii) establish and enforce security configuration settings for information technology products employed in organizational information systems.

CM - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Configuration Management Policy and Procedures
	CM-1
	

	· Baseline Configuration
	CM-2
	(1), (3), (7)

	· Configuration Change Control
	CM-3
	(2)

	· Security Impact Analysis
	CM-4
	

	· Access Restrictions for Change
	CM-5
	

	· Configuration Settings
	CM-6
	

	· Least Functionality
	CM-7
	(1), (2), (4)

	· Information System Component Inventory
	CM-8
	(1), (3), (5)

	· Configuration Management Plan
	CM-9
	

	· Software Usage Restrictions
	CM-10
	

	· User-Installed Software
	CM-11
	



	Authority
	

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines





Contingency Planning (CP) 
Organizations must establish, maintain, and effectively implement plans for emergency response, backup operations, and post-disaster recovery for organizational information systems to ensure the availability of critical information resources and continuity of operations in emergency situations.

CP - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Contingency Planning Policy and Procedures
	CP-1
	

	· Contingency Plan
	CP-2
	(1), (3), (8)

	· Contingency Training
	CP-3
	

	· Contingency Plan Testing
	CP-4
	(1)

	· Alternate Storage Site
	CP-6
	(1), (3)

	· Alternate Processing Site
	CP-7
	(1), (2), (3)

	· Telecommunications Services
	CP-8
	(1), (2)

	· Information System Backup
	CP-9
	(1)

	· Information System Recovery and Reconstitution
	CP-10
	(2)



	Authority
	

	CFR
	HIPAA 45 CFR - 160, 162, 164

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines






Identification and Authentication (IA) 
Organizations must identify information system users, processes acting on behalf of users, or devices and authenticate (or verify) the identities of those users, processes, or devices as a prerequisite to allowing access to organizational information systems.

IA - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Identification and Authentication Policy and Procedures
	IA-1
	

	· Identification and Authentication (Organizational Users)
	IA-2
	(1), (2), (3), (8), (11), (12)

	· Device Identification and Authentication
	IA-3
	

	· Identifier Management
	IA-4
	

	· Authentication Management
	IA-5
	(1), (2), (3), (11)

	· Authenticator Feedback
	IA-6
	

	· Cryptographic Module Authentication
	IA-7
	

	· Identification and Authentication (Non-Organizational Users)
	IA-8
	(1), (2), (3), (4)



	Authority
	

	CFR
	HIPAA 45 CFR - 160, 162, 164

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines






Incident Response (IR) 
Organizations must: (i) establish an operational incident handling capability for organizational information systems that includes adequate preparation, detection, analysis, containment, recovery, and user response activities; and (ii) track, document, and report incidents to appropriate organizational officials and/or authorities.

IR - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Incident Response Policy and Procedures
	IR-1
	

	· Incident Response Training
	IR-2
	

	· Incident Response Testing
	IR-3
	(2)

	· Incident Handling
	IR-4
	(1)

	· Incident Monitoring
	IR-5
	

	· Incident Reporting
	IR-6
	(1)

	· Incident Response Assistance
	IR-7
	(1)

	· Incident Response Plan
	IR-8
	



	Authority
	

	CFR
	HIPAA 45 CFR - 160, 162, 164

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines






Maintenance (MA) 
Organizations must: (i) perform periodic and timely maintenance on organizational information systems; and (ii) provide effective controls on the tools, techniques, mechanisms, and resource used to conduct information system maintenance.

MA - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· System Maintenance Policy and Procedures
	MA-1
	

	· Controlled Maintenance
	MA-2
	

	· Maintenance Tools
	MA-3
	(1), (2)

	· Nonlocal Maintenance
	MA-4
	(2)

	· Maintenance Resource
	MA-5
	

	· Timely Maintenance
	MA-6
	



	Authority
	

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines






Media Protection (MP) 
Organizations must: (i) protect information system media, both paper and digital; (ii) limit access to information on information system media to authorized users; and (iii) sanitize or destroy information system media before disposal or release for reuse.

MP - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Media Protection Policy and Procedures
	MP-1
	

	· Media Access
	MP-2
	

	· Media Marking
	MP-3
	

	· Media Storage
	MP-4
	

	· Media Transport
	MP-5
	(4)

	· Media Sanitization
	MP-6
	

	· Media Use
	MP-7
	(1)



	Authority
	

	CFR
	HIPAA 45 CFR - 160, 162, 164

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines






Physical and Environmental Protection (PE) 
Organizations must: (i) limit physical access to information systems, equipment, and the respective operating environments to authorized individuals; (ii) protect the physical plant and support infrastructure for information systems; (iii) provide supporting utilities for information systems; (iv) protect information systems against environmental hazards; and (v) provide appropriate environmental controls in facilities containing information systems.

PE - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Physical and Environmental Protection Policy and Procedures
	PE-1
	

	· Physical Access Authorizations
	PE-2
	

	· Physical Access Control
	PE-3
	

	· Access Control for Transmission Medium
	PE-4
	

	· Access Control for Output Devices
	PE-5
	

	· Monitoring Physical Access
	PE-6
	(1)

	· Visitor Access Records
	PE-8
	

	· Power Equipment and Cabling
	PE-9
	

	· Emergency Shutoff
	PE-10
	

	· Emergency Power
	PE-11
	

	· Emergency Lighting
	PE-12
	

	· Fire Protection
	PE-13
	(3)

	· Temperature and Humidity Controls
	PE-14
	

	· Water Damage Protection
	PE-15
	

	· Delivery and Removal
	PE-16
	

	· Alternate Work Site
	PE-17
	



	Authority
	

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines




Planning (PL) 
Organizations must develop, document, periodically update, and implement security plans for organizational information systems that describe the security controls in place or planned for the information systems and the rules of behavior for individuals accessing the information systems.

PL - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Security Planning Policy and Procedures
	PL-1
	

	· System Security Plan
	PL-2
	(3)

	· Rules of Behavior
	PL-4
	(1)

	· Information Security Architecture
	PL-8
	



	Authority
	

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines






Resource Security (PS) 
Organizations must: (i) ensure that individuals occupying positions of responsibility within organizations (including third-party service providers) are trustworthy and meet established security criteria for those positions; (ii) ensure that organizational information and information systems are protected during and after resource actions, such as terminations and transfers; and (iii) employ formal sanctions for resource failing to comply with organizational security policies and procedures.

PS - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Resource Security Policy and Procedures
	PS-1
	

	· Position Risk Designation
	PS-2
	

	· Resource Screening
	PS-3
	

	· Resource Termination
	PS-4
	

	· Resource Transfer
	PS-5
	

	· Access Agreements
	PS-6
	

	· Third-Party Resource Security
	PS-7
	

	· Resource Sanctions
	PS-8
	



	Authority
	

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines






Risk Assessment (RA) 
Organizations must periodically assess the risk to organizational operations (including mission, functions, image, or reputation), organizational assets, and individuals resulting from the operation of organizational information systems and the associated processing, storage, or transmission of organizational information.

RA - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· Risk Assessment Policy and Procedures
	RA-1
	

	· Security Categorization
	RA-2
	

	· Risk Assessment
	RA-3
	

	· Vulnerability Scanning
	RA-5
	(1), (2), (5)



	Authority
	

	CFR
	HIPAA 45 CFR - 160, 162, 164

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines






System and Services Acquisition (SA) 
Organizations must: (i) allocate sufficient resources to adequately protect organizational information systems; (ii) employ system development life cycle processes that incorporate information security considerations; (iii) employ software usage and installation restrictions; and (iv) ensure that third-party providers employ adequate security measures to protect information, applications, and or services outsourced from the organizations.

SA - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· System and Services Acquisition Policy and Procedures
	SA-1
	

	· Allocation of Resources
	SA-2
	

	· System Development Life Cycle
	SA-3
	

	· Acquisition Process
	SA-4
	(1), (2), (9), (10)

	· Information System Documentation
	SA-5
	

	· Security Engineering Principles
	SA-8
	

	· External Information System Services
	SA-9
	(2)

	· Developer Configuration Management
	SA-10
	

	· Developer Security Testing and Evaluation
	SA-11
	



	Authority
	

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines






System and Communications Protection (SC) 
Organizations must: (i) monitor, control, and protect organizational communications (i.e., information transmitted or received by organizational information systems) at the external boundaries and key internal boundaries for the information systems; and (ii) employ architectural designs, software development techniques, and systems engineering principles that promote effective information security within organizational information systems.

SC - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· System and Communication Protection Policy and Procedures
	SC-1
	

	· Application Partitioning
	SC-2
	

	· Information in Shared Resources
	SC-4
	

	· Denial of Service Protection
	SC-5
	

	· Boundary Protection
	SC-7
	(3), (4), (5), (7)

	· Transmission Confidentiality and Integrity
	SC-8
	(1)

	· Network Disconnect
	SC-10
	

	· Cryptographic Key Establishment and Management
	SC-12
	

	· Cryptographic Protection
	SC-13
	

	· Collaborative Computing Devices
	SC-15
	

	· Public Key Infrastructure Certificates
	SC-17
	

	· Mobile Code
	SC-18
	

	· Voice Over Internet Protocol
	SC-19
	

	· Secure Name/Address Resolution Service (Authoritative Source)
	SC-20
	

	· Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	SC-21
	

	· Architecture and Provisioning for Name/Address Resolution Service
	SC-22
	

	· Session Authenticity
	SC-23
	

	· Protection of Information at Rest
	SC-28
	

	· Process Isolation
	SC-39
	

	Authority
	

	CFR
	HIPAA 45 CFR - 160, 162, 164

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines



System and Information Integrity (SI) 
Organizations must: (i) identify, report, and correct information and information systems flaws in a timely manner; (ii) provide protection from malicious code at appropriate locations within organizational information systems, and (iii) monitor information system security alerts and advisories and take appropriate actions in response.

SI - NIST Security Controls and Control Enhancements (for Moderate Security Categorization):
	Security Control Summary
	Control #
	Enhancement #’s

	· System and Information Integrity Policy and Procedures
	SI-1
	

	· Flaw Remediation
	SI-2
	(2)

	· Malicious Code Protection
	SI-3
	(1), (2)

	· Information System Monitoring
	SI-4
	(2), (4), (5)

	· Security Alerts, Advisories and Directives
	SI-5
	

	· Software, Firmware, and Information Integrity
	SI-7
	(1), (7)

	· Spam Protection
	SI-8
	(1), (2)

	· Information Input Validation
	SI-10
	

	· Error Handling
	SI-11
	

	· Information Handling and Retention
	SI-12
	

	· Memory Protection
	SI-16
	



	Authority
	

	CFR
	HIPAA 45 CFR - 160, 162, 164

	NIST 
	SP 800-53 Security and Privacy Controls

	FIPS 
	200 Minimum Security Controls

	IRS 
	1075 Tax Information Security Guidelines

	DoIT
	DoIT Policies and Associated Standards and Guidelines





Security Appendix S3 - Plan of Actions and Milestones Template

	Identified Deficiency
	Residual Risk
	Detailed Remediation Plan with Timeline
	Expected Completion Date

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



















Security Appendix 4 – Authority to Operate / Authority to Connect Packet

Security Appendix S5 – Authority Packet
STATE OF ILLINOIS NIST and FISMA Compliance Document
Project Name:
Date:
Duration of Project:
Vendor Name:
Vendor Contact Information:









A. The departments and agencies within all branches of the Federal Government are required by Federal Information Security Modernization Act (FISMA) of 2014 to comply with OMB E-GOV guidance to provide information security for the information and information systems that support the operations and assets under their control. The Federal Office of Management and Budget (OMB) has published guidance for the executive branch in OMB Circulars A-123, Appendix D and A-130.  
B. STATE OF ILLINOIS recognizes that FISMA compliance, effective information security management, and continuous monitoring of information systems are paramount to the success of information technology (IT) systems. In order to establish an information security program in accordance with FISMA, Vendor must follow the National Institute for Standards and Technology (NIST) Guidelines of the NIST Risk Management Framework (RMF), as amended.  
C.	      Requirements
 (1) Each requirement in the table below is understood to contain the implied prefix, " Vendor shall..." 
	Area
	Requirement ID
	Description

	NIST and FISMA Compliance
	1 
	Describe in detail how Vendor will meet all NIST and FISMA requirements before the solution or projects approved for production. 

	VENDOR RESPONSE:

	NIST and FISMA Compliance
	2 
	Describe in detail how Vendor will define information system boundaries for authorization.  

	VENDOR RESPONSE:

	NIST and FISMA Compliance
	3 
	Describe in detail how Vendor will assess, review, and evaluate the information systems to be implemented based upon security categorization in accordance with Federal Information Processing Standards (FIPS) Publication 199 Standards for Security Categorization of Federal Information and Information Systems. Additional guidance on defining the information type can be obtained from National Institute Technological Standards (NIST) SP 800-60.

	VENDOR RESPONSE:

	NIST and FISMA Compliance
	4 
	Describe in detail how Vendor will select the baseline controls described in FIPS 200 and NIST SP 800-53 to develop a System Security Plan (SSP).

	VENDOR RESPONSE:

	NIST and FISMA Compliance
	5 
	Describe in detail how Vendor will meet security requirements with regard to protecting the confidentiality, integrity, and availability of the system and the information processed, stored, and transmitted by the system.

	VENDOR RESPONSE:

	NIST and FISMA Compliance
	6 
	Describe in detail how Vendor will perform continuous monitoring of the system in compliance with NIST SP 800-137.

	VENDOR RESPONSE:



	(2)  Vendor shall provide the following System Security Plan (SSP): 
                                                    	The Vendor must develop a SSP using the guidance from NIST Risk Management Framework (RMF) (NIST SP 800-18) to establish an information security program in accordance with the Federal Information Security Management Act (FISMA) and demonstrate compliance. 
This SSP must be approved by an authorizing official within the STATE OF ILLINOIS.  The SSP must include, but shall not be limited to, the following:
i. Description of how the system is to be compliant with all the United States Federal and State of Illinois laws regarding the security and privacy of medical data and records and of all protected health information (PHI), including:
a) The Code of Federal Regulations (at 45 CFR 95.621), which provides that State of Illinois agencies are responsible for the security of all automated data processing systems involved in the administration of Department of Health and Human Services’ programs, and which includes the establishment of a security plan that outlines how software and data security will be maintained. This section further requires that State of Illinois agencies conduct a review and evaluation of physical and data security operating procedures and resource practices on a biennial basis.
b) The security and privacy standards contained in Pub. L. 104–191, the Health Insurance Portability and Accountability Act of 1996 (HIPAA), and adopted in 45 CFR Part 164, Subparts C and E, as follows: The security standards require that measures be taken to secure protected heath information that is transmitted or stored in electronic format.  The privacy standards apply to protected health information that may be in electronic, oral, and paper form.
c) The requirements in section 1902(a)(7) of the Social Security Act (the Act), as further interpreted in Federal regulations at 42 CFR 431.300 to 307.
ii. Description of measures to secure data and software;
iii.          Description of how data is encrypted in transit and in storage;
iv.          Description of physical and equipment security measures;
v. Description of resource security;
vi.          Description of software used for security;
vii. Description of the user roles and the access capabilities of each role;
viii. Description of how users are assigned certain roles;
ix.   Identification of the resource responsible for controlling the system security;
x.   Description of contingency security procedures during a disaster recovery event;
xi.          Description of how Vendor works with Office of the Statewide Chief Information Security Officer  to conduct annual security review;
xii.          Description of how Vendor will ensure password security
xiii.          Audit trails for all data access;
xiv.          Acknowledgement that Vendor will be responsible for all costs associated with Identify theft, resulting from security breach.

D. Security Risk Assessment.  STATE OF ILLINOIS or an independent entity will perform a security control assessment.  STATE OF ILLINOIS will provide Vendor a copy of the approved security control assessment.  Once Vendor receives the approved assessment, Vendor must then develop a Security Risk Assessment based on the applicable security controls.  Guidance on conducting and documenting the Security Risk Assessment can be obtained in NIST SP 800-30.

E.    Plan of Action and Milestones (POA&M).   After STATE OF ILLINOIS reviews and approves the Security Risk Assessment, Vendor should begin to develop a POA&M.   The POA&M should be a living document that is based on the findings and recommendations of the security assessment report.  The POA&M should describe the deficiencies in the security controls, address the residual risk, and detail plans for remediation and identify timeline for such remediation. 


F.       Authorization Approval Package. 
(a) After STATE OF ILLINOIS reviews and approves the POA&M, Vendor must prepare a transmittal letter to request approval of the entire authorization package.  The authorization package must include at a minimum the following documents:
i. Transmittal Letter
ii. Updated System Security Plan
iii. Security Assessment Plan (include the STATE OF ILLINOIS/independent security assessment)
iv. Security  Assessment Report (include the STATE OF ILLINOIS/independent security assessment)
v. Security Risk Assessment
vi. Plan of Action and Milestones
vii.         Supporting Documentation including but not limited to design documentation, “As Built” documentation, operational documentation, validation documentation, prior authorization documentation, and other artifacts associated with the implementation and monitoring of the security controls.  
(b) The authorizing official will determine the risk to the organizational operation and determine if the system is authorized to proceed.   The authorizing official will deliver to Vendor a letter of authorization specifying any limitations or restriction placed on the operation of the system.  Additionally, this letter should establish an end date for the security authorization.
(c) If the authorizing official denies the authorization, STATE OF ILLINOIS will continue to work with Vendor until an acceptable level of residual risk for the system is achieved.  This work should include the continued remediation listed in the POA&M.
		G             Life-Cycle Management
                             Vendor shall perform security system reviews and reauthorization of the system at the direction of STATE OF ILLINOIS.  Vendor shall be responsible for meeting the following requirements:
(a) Performing continuous monitoring of the security system.  Vendor’s continuous monitoring must include periodically selecting a subset of the baseline controls for assessment.  Based on assessment of these controls, subsequent remediation actions must be identified and implemented.  The ongoing remediation process should include updating key documents such as the SSP, SAR, and POA&M.  
(b) Prior to any system or environmental modifications, Vendor must perform a security impact analysis. This must be included as a part of any change management or configuration management process.  If the results of the modification indicate changes to the security posture of the system, corrective actions should be initiated and appropriate documents revised and updated.  The updating of the documentation and continuous monitoring should provide near real-time risk management.  
(c) A monthly Security Status Report must be produced by Vendor for STATE OF ILLINOIS.  The Security Status Report should provide essential information regarding the security posture of the system as well as the effectiveness of the controls deployed.   Ongoing monitoring activities should be detailed as well as ongoing remediation efforts to address known vulnerabilities.  Additional guidance for the monitoring of system security can be obtained in NIST SP 800-137.  



Security Appendix S5 – Vulnerability Assessment

· Vendor must obtain approval on behalf of the State of Illinois to perform vulnerability assessments on the cloud-hosting vendor’s website(s). 

· Vendor must execute the State of Illinois Vulnerability Scanning Agreement prior to the vulnerability assessment.
(See DoIT Scanning Agreement)

· State of Illinois may, with reasonable notice to Vendor, conduct a security assessment of Vendor’s solution, which may include the following: 
· Prior to initial “official” production role out of the application,
· Whitelisted scanning and manual testing of the application only, with application credentials equal to the least privileged role within the application 
· Manual verification of scan results with the same credentials 
· Manual testing of the application for vulnerabilities
· State of Illinois will not conduct any Denial of Service (DOS) attacks
· State of Illinois will not scan or test any infrastructure devices (servers, switches, routers, intrusion protection system, firewalls, etc.)

· On a quarterly basis for the for the first year after initial production deployment,
· Whitelisted scanning and manual testing of the application only, with application credentials equal to the least privileged role within the application 
· Manual verification of scan results with the same credentials 
· Manual testing of the application for vulnerabilities
· State of Illinois will not conduct any DOS attacks
· State of Illinois will not scan or test any infrastructure devices (servers, switches, routers, intrusion protection system, firewalls, etc.)

· Prior to any enhancements or upgrades being deployed to production after the initial “official” production role out of the application, 
· Whitelisted scanning and manual testing of the application only, with application credentials equal to the least privileged role within the application 
· Manual verification of scan results with the same credentials 
· Manual testing of the application for vulnerabilities
· State of Illinois will not conduct any DOS attacks
· State of Illinois will not scan or test any infrastructure devices (servers, switches, routers, intrusion protection system, firewalls, etc.)

· Monthly vulnerability scan – no whitelisting, non-credentialed scan (same day every month)


G.3. DOIT SCANNING AGREEMENT
[image: ]


G.4. [bookmark: _Toc172710744][bookmark: _Toc1108468842]COMMITMENT TO DIVERSITY VENDOR ANSWER FORM
Instructions: Follow the instructions provided in Commitment to Diversity Vendor Answer Form v24.4, and as instructed within the RFP and attachment. Submit as a separate file entitled Appendix C: Commitment to Diversity Worksheet and submit as an attachment on the Vendor quote on BidBuy.
G.5. [bookmark: _Toc172710746][bookmark: _Toc623968456][bookmark: _Hlk172706437]PRICE WORKBOOK
Instructions: Complete as instructed within Attachment B – Price Workbook, Reference Section C.1. of the main RFP document for additional instructions.
G.6. [bookmark: _Toc172710747][bookmark: _Toc2093849112]BEP UTILIZATION PLAN
Instructions: The document can be found on the Commission on Equity & Inclusion Website. Complete it as instructed and package it with the Offer, entitled BEP Utilization Plan
G.7. GLOSSARY ITEMS
	Glossary Item
	Definition

	Discovery
	A preliminary phase conducted by the vendor upon engagement with an agency's payroll system to understand the existing systems, technologies, processes, and documentation

	Assessment
	An evaluation, potentially following the discovery phase, of the scoped payroll systems to identify areas for improvement or gaps, as suggested by a comment in the RFP

	Data
	Within an IT environment, data encompasses a broad spectrum of digital assets, including but not limited to structured data stored in databases; unstructured or semi-structured data contained in files, documents, and logs; source code and configuration files that define system behavior; and proprietary or sensitive information such as sensitive data, algorithms, and other forms of intellectual property. Data may exist in various states—at rest, in transit, or in use—and across diverse formats and platforms. It is an asset that is managed, protected, and governed according to its sensitivity, value, and regulatory requirements. Any representation of facts, concepts, instructions, or information in a formalized manner suitable for communication, interpretation, or processing by humans or automated systems.

	Deliverable
	An output or result of a project or task provided by the vendor, which can range in scope from individual tasks to comprehensive projects

	IMS DB/DC
	A common Mainframe technology used by the State of Illinois. Based on the acronym, it likely refers to Information Management System Database/Data Communications. This is a database and transaction management system often used in mainframe environments. (Note: This expanded definition includes information outside the direct source material but is a logical inference based on common IT knowledge. You may want to independently verify this definition.)

	Assembler
	A common Mainframe technology in which the successful vendor should demonstrate proficiency for payroll system development and maintenance. It is a low-level programming language that is directly translated into machine code. (Note: This expanded definition includes information outside the direct source material but is a logical inference based on common IT knowledge. You may want to independently verify this definition.)

	COBOL
	A common Mainframe technology in which the successful vendor should demonstrate proficiency for payroll system development and maintenance. It stands for Common Business-Oriented Language and is widely used for business applications on mainframe systems. (Note: This expanded definition includes information outside the direct source material but is a logical inference based on common IT knowledge. You may want to independently verify this definition.)

	EasyTrieve
	A common Mainframe technology in which the successful vendor should demonstrate proficiency for payroll system development and maintenance. It is likely a reporting and data management tool used in mainframe environments. (Note: This expanded definition includes information outside the direct source material but is a logical inference based on common IT knowledge. You may want to independently verify this definition.)

	CICS
	A common Mainframe technology in which the successful vendor should demonstrate proficiency for payroll system development and maintenance. It stands for Customer Information Control System and is a transaction processing system for mainframe environments. (Note: This expanded definition includes information outside the direct source material but is a logical inference based on common IT knowledge. You may want to independently verify this definition.)

	CISC Map
	A common Mainframe technology in which the successful vendor should demonstrate proficiency. The meaning is not explicitly defined in the sources. It's likely a specific technology or tool within the mainframe environment. Further clarification might be needed to provide a more accurate definition.

	DB2
	A common Mainframe technology in which the successful vendor should demonstrate proficiency for payroll system development and maintenance. It is a family of database management systems from IBM, widely used on mainframe platforms. (Note: This expanded definition includes information outside the direct source material but is a logical inference based on common IT knowledge. You may want to independently verify this definition.)

	Rocket Software Mobius
	A Mainframe technology/software in which the successful vendor should demonstrate proficiency. It is a specific software product from Rocket Software likely used for document management, content services, or data archiving on mainframe systems. (Note: This expanded definition includes information outside the direct source material but is a logical inference based on common IT knowledge. You may want to independently verify this definition.)

	Payroll
	In the context of this procurement, "payroll" refers to the comprehensive support and enhancement of mainframe payroll systems, focusing on technical aspects such as system integration, security configuration, and compliance with regulations. It involves collaboration with DoIT to maintain system continuity, develop detailed payroll reports, and provide training on relevant technologies. The emphasis is on leveraging IT expertise to optimize payroll operations, ensuring efficient data flow, and maintaining legacy systems alongside modern platforms.

	CA-TELON
	A Mainframe technology/software in which the successful vendor should demonstrate proficiency. It is a software development and maintenance tool, often used for generating application code in mainframe environments. (Note: This expanded definition includes information outside the direct source material but is a logical inference based on common IT knowledge. You may want to independently verify this definition.)

	SSIS
	Microsoft SQL Server Integration Services (SSIS) is a tool used for data integration and workflow applications. It helps organizations efficiently move, transform, and consolidate data from various sources into a centralized database. SSIS is designed to automate data-related tasks, making it easier for businesses to manage and analyze their data without requiring extensive technical expertise.

	Smalltalk
	Smalltalk is an object-oriented programming language known for its simplicity and powerful development environment. It is designed to be easy to learn and use, making it accessible for both beginners and experienced programmers. Smalltalk's interactive environment allows for rapid prototyping and dynamic application development, emphasizing a user-friendly experience.

	IBM WebSphere
	IBM WebSphere is a suite of software products designed to build, deploy, and manage robust, scalable applications. It provides a flexible infrastructure that supports a wide range of applications, from simple websites to complex enterprise systems. WebSphere helps organizations improve their operational efficiency and enhance customer experiences through reliable and secure application management.

	Critical Systems
	Critical Systems are defined and identified by DoIT and Agencies based on business needs at any point in time. 

	Expertise
	Expertise refers to a high level of specialized knowledge or skill in a particular domain, often gained through extensive study, practice, and application. It implies mastery and the ability to solve complex problems, make informed decisions, and provide strategic guidance within the area of specialization.

	Proficiency
	Proficiency indicates a competent and effective level of skill or ability in performing specific tasks or using particular tools, technologies, or methodologies. It suggests that the individual or team can consistently deliver quality outcomes with minimal supervision.

	Experience
	Experience refers to the practical exposure and involvement in performing tasks, projects, or roles over time. It reflects the depth and breadth of real-world application, including lessons learned, challenges overcome, and familiarity with industry standards or organizational environments.




In compliance with the State and Federal Constitutions, the Illinois Human Rights Act, the U.S. Civil Rights Act, and Section 504 of the Federal Rehabilitation Act, the State of Illinois does not discriminate in employment, contracts, or any other activity.
The State of Illinois encourages prospective vendors to consider hiring qualified veterans and Illinois residents discharged from any Illinois adult correctional center, in appropriate circumstances.
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Agreement

This agreement is between Department of Innovation & Technology \ Offensive Security Unit (hereinafter referred to as the
“risk assessor”) and Penetration Testing Services client (hereinafter referred to as the “client”) for the supply of Penetration
Testing services by the risk assessor for the client.

Whereas the risk assessor provides certain computer and systems security consulting and testing services including
Penetration Testing services; and

Whereas the client wishes to retain the risk assessor to provide computer and systems security services, specifically
Penetration Testing services; therefore

The client does hereby retain the risk assessor for the purpose of providing Penetration Testing services on the client’s
computers and/or systems.

The risk assessor will notify the client’s project leader of the approximate times that the penetration tests will take place.

The objective of the Penetration Testing service is to identify and report on security vulnerabilities to allow the client the
opportunity to address the identified issues in a planned manner, thus providing them the opportunity to significantly raise
the level of their security protection. The client understands that Internet security is a continually growing and changing field
and that testing by Department of Innovation & Technology \ Offensive Security Unit does not mean that the client’s site is
secure from every form of attack. There is no such thing as 100% security testing, and for example it is never possible to test
for vulnerabilities in software or systems that are not known at the time of testing or the mathematically complete set of all
possible inputs/outputs for each software component in use. Further security breaches can and frequently do come from
internal sources whose access is not a function of system configuration and/or external access security issues.

The client has provided the risk assessor with certain required information regarding the scope and range of the tests and
the client hereby warrants that all information provided is true and accurate and that the client owns or is authorized to
represent the owners of the computers and systems described. The client further warrants and represents that he/she is
authorized to enter into binding legal agreements. The services provided by the risk assessor are provided in reliance on the
above warrants.

The risk assessor shall be under no liability whatsoever to the client for any indirect loss and/or expense {including loss of
profit) suffered by the client arising out of any actual or possible breach, by the risk assessor, of this agreement. In the event
of any breach of this agreement by the risk assessor the remedies of the client shall be limited to a maximum of the fees paid
by the client, for this engagement.

Both parties shall maintain this agreement as confidential. Unless required by law, no information about this agreement
(including the agreement terms and fees) shall be released by either party. Information about the client’s business,
computer systems or security situation that the risk assessor obtains during the course of the work will not be released to
any third party without prior written approval unless required by law.

The risk assessor and the client have imparted and may from time to time impart to each other certain confidential
information relating to each other’s business including specific documentation. Each party agrees that it shall use such
confidential information solely for the purposes of the service and that it shall not disclose directly or indirectly to any third
party such information. Where disclosure to a third party is required, prior notice of such disclosure will be made. The third
party to which such discloser will be made, will be required to agree to a duly binding agreement to maintain in confidence
the information to be disclosed to the same extent at least as the parties are bound. To the extent that disclosure is
requested by the Auditor General or otherwise authorized auditor, no additional agreement will be required.

Upon completion of the Penetration Testing service, the reports (deliverables) will be encrypted and delivered to the client
while all other data related to the service will be securely stored, destroyed, or returned to the client (at client’s option).

This agreement is subject to the laws of the State of Illinois, USA. All disputes arising out of this agreement shall be subject
to the exclusive jurisdiction of the State of Illinois, USA.

Neither party shall be liable for any default due to any act of God, war, strike, lockout, industrial action, fire, flood, drought,
storm or other event beyond the reasonable control of either party.

Signature Date
Authorized Client

Signature Date
Authorized Risk Assessor





